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FATF Professional Money Laundering 
Executive Summary

• This is the first time the FATF is undertaking a project which 
concentrates on professional money launderers (PMLs) that 
specialise in enabling criminals to evade anti-money laundering 
and counter terrorist financing safeguards and sanctions in 
order to enjoy the profits from illegal activities. The report aims 
to describe the functions and characteristics that define a 
“professional” money launderer, namely those individuals, 
organisations and networks that are involved in third-party 
laundering for a fee or commission. 
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FATF Professional Money Laundering 
Executive Summary

• This report is therefore focused on money laundering threats as 
opposed to vulnerabilities, and it addresses criminal actors, 
including organised crime groups that specialise in the provision 
of professional money laundering services and complicit actors 
who are knowingly involved, or are deliberately negligent, in the 
laundering process. While PMLs may act in a professional 
capacity (e.g. lawyer, accountant) and serve some legitimate 
clients, the report aims to identify those actors who serve 
criminal clients whether on a full- time or part-time basis.
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FATF Professional Money Laundering 
Executive Summary

• PMLs may provide the entire infrastructure for complex money 
laundering schemes (e.g. a ‘full service’) or construct a unique 
scheme tailored to the specific needs of a client that wishes to 
launder the proceeds of crime. 
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FATF Professional Money Laundering 
Executive Summary

• The results of FATF’s fourth round of mutual evaluations reveal 
that many countries are not sufficiently investigating and 
prosecuting a range of money laundering activity, including 
third-party or complex money laundering. Many countries 
continue to limit their investigations to self-launderers: 
criminals who launder the proceeds of drug trafficking, fraud, 
tax evasion, human trafficking or other criminality. While this 
may address in-house or self-laundering, it does not impact on 
those specialised in providing criminals with money laundering 
services.
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FATF Professional Money Laundering 
Executive Summary

• This report identifies the specialist skill sets that PMLs offer their 
clients in order to hide or move their proceeds, and provides a 
detailed explanation of the roles performed by PMLs to enable 
authorities to identify and understand how they operate.
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FATF Professional Money Laundering 
Executive Summary

• The project team also examined potential links between PMLs 
and terrorist financing, however, there was insufficient material 
provided to warrant a separate section on this topic. The 
Khanani provides the clearest example of a professional money 
laundering organisation, providing services to a UN designated 
terrorist organisation. One delegation also noted potential links 
between a loosely affiliated professional money laundering 
network and a domestically designated terrorist organisation. 
However, the vast majority of cases submitted relate to money 
laundering, rather than terrorist financing.
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FATF Professional Money Laundering 
Characteristics – key characteristics

• Given that PMLs are third-party launderers, they are often not 
familiar with the predicate offence (e.g. narcotics or human 
trafficking) and are generally not concerned with the origins of 
the money that is moved. Nonetheless, PMLs are aware that the 
money that they move is not legitimate. The PML is concerned 
primarily with the destination of the money and the process by 
which it is moved. They are used by clients in order to create 
distance between those perpetrating the crimes and the illicit 
proceeds that they generate as profit, or because the criminal 
clients do not have the knowledge required to reliably launder 
the money without law enforcement detection.
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FATF Professional Money Laundering 
Characteristics – key characteristics

• Ultimately, PMLs are criminals, who often operate on a large 
scale and conduct schemes that are transnational in nature. The 
term “PMLs” is not intended to include unwitting or passive 
intermediaries who are exploited to facilitate an ML scheme. 
Other features of PMLs are that they sometimes operate on a 
large scale and often conduct schemes that are transnational in 
nature.
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FATF Professional Money Laundering 
Characteristics – advertising / marketing

• Advertising and marketing of services can occur in numerous 
ways. Often, this involves the PMLs actively marketing their 
services by ‘word-of-mouth’ (through an informal criminal 
network). Criminal links and trust developed through previous 
criminal engagement also strengthens bonds and can encourage 
further cooperation. Authorities have also identified the use of 
posted advertisements for PML services on the Dark Web.
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FATF Professional Money Laundering Characteristics 
– Case study-United States etc.

• Box 1. Khanani Money Laundering Organisation 

• The Altaf Khanani Money Laundering Organisation (MLO) 
laundered illicit proceeds for other OCGs, drug trafficking 
organisations and designated terrorist groups throughout the 
world. The Khanani MLO was an OCG composed of individuals 
and entities operating under the supervision of Pakistani 
national, Altaf Khanani, whom the US Drug Enforcement 
Administration (DEA) arrested in 2015. 
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FATF Professional Money Laundering 
Characteristics – Case study-United States etc.

• The Khanani MLO facilitated illicit money movements between 
Pakistan, the United Arab Emirates (UAE), the United States, 
the United Kingdom, Canada, Australia and other countries. It 
was responsible for laundering billions of dollars in criminal 
proceeds annually.

• The Khanani MLO offered ML services to a diverse clientele, 
including Chinese, Colombian and Mexican OCGs, as well as 
individuals associated with a US domestically designated 
terrorist organization.
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FATF Professional Money Laundering 
Characteristics – Case study-United States etc.

• The Khanani MLO has also laundered funds for other designated 
terrorist organisations. Specifically, Altaf Khanani, the head of 
the Khanani MLO and Al Zarooni Exchange, has been involved in 
the movement of funds for the Taliban, and Altaf Khanani is 
known to have had relationships with Lashkar-e-Tayyiba, 
Dawood Ibrahim, al-Qa’ida and Jaish-e-Mohammed. 
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FATF Professional Money Laundering 
Characteristics – Case study-United States etc.

• Furthermore, Khanani was responsible for depositing drug 
proceeds via bank wires from a foreign business account in an 
effort to conceal and disguise the nature, source, ownership and 
control of the funds. Khanani conducted transactions, which 
involved multiple wire transfers from a number of general 
trading companies. Khanani’s commission to launder funds was 
3% of the total value of funds laundered.
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FATF Professional Money Laundering 
Characteristics – Case study-United States etc.

• The Khanani MLO itself was designated by OFAC in 2015 as a 
“transnational criminal organisation1,” pursuant to Executive 
Order 13581. On the same day, OFAC designated the exchange 
house utilised by the Khanani MLO, Al Zarooni Exchange. In 
2016, the US Treasury’s Office of Foreign Assets Control (OFAC) 
designated four individuals and nine entities associated with the 
Khanani MLO. On October 26, 2016 Altaf Khanani pleaded guilty 
to federal ML charges. Approximately USD 46 000 in criminal 
proceeds was also confiscated from Khanani. In 2017, Altaf 
Khanani was sentenced to 68 months in prison for conspiracy to 
commit ML.
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FATF Professional Money Laundering 
Characteristics – Case study-United States etc.

• Extensive law enforcement co-ordination took place between 
multiple law enforcement agencies from Australia, Canada and 
the US who all held a different piece of the puzzle. The 
designation of Al Zarooni Exchange complements an action 
taken by the Central Bank of the UAE, with assistance from the 
AML Unit at Dubai Police General Headquarters, which closely 
coordinated with the DEA prior to the action taken.
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FATF Professional Money Laundering 
Characteristics – Case study-United States etc.

• Note: 1. Transnational Criminal Organisation (TCO) is a specific 
technical term used in the US designation process and is 
synonymous with organised crime group (OCG), the latter of 
which is used throughout this report.

• Source: United States, Australia, Canada, UAE
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FATF Professional Money Laundering Types of 
Organizations and Networks – Cash networks

• Cash controller networks often orchestrate the laundering of the 
proceeds of crime for multiple OCGs located worldwide through 
an account settlement system, whereby illicit proceeds are 
substituted for legitimate funds. The ML technique employed 
sometimes involves the transfer of criminal funds through the 
accounts of unwitting customers who receive funds or payments 
from abroad. In this scheme, legal funds, which are to be 
transferred into the bank account of an unwitting third party, 
are substituted by the launderer with the illicit proceeds of the 
OCG. The launderer deposits the money in amounts under the 
reporting threshold to avoid detection.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Avalanche network case study – United States

• Avalanche is an example of a criminal infrastructure dedicated 
to facilitating privacy invasions and financial crimes on a global 
scale. Avalanche was a hosting platform composed of a 
worldwide network of servers that was controlled via a highly 
organised central system. This cyber network hosted more than 
two dozen of the world’s most pernicious types of malware and 
several large scale ML campaigns.

• The Avalanche network, in operation since at least 2010, was 
estimated to serve clients operating as many as 500,000 
infected computers worldwide on a daily basis. The monetary 
losses associated with malware attacks conducted over the 
Avalanche network are estimated to be in the hundreds of 
millions of USD worldwide.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Avalanche network case study – United States

• The Avalanche network offered cybercriminals a secure 
infrastructure, designed to thwart detection by law enforcement 
and cyber security experts. Online banking passwords and other 
sensitive information stolen from victims’ malware-infected 
computers was redirected through the intricate network of 
Avalanche servers and ultimately to back-end servers controlled 
by the cybercriminals. Access to the Avalanche network was 
offered to the cybercriminals through postings on exclusive, 
dark web criminal forums. 
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FATF Professional Money Laundering Types of Organizations 
and Networks – Avalanche network case study – United States

• The types of malware and money mule schemes operating over 
the Avalanche network varied. Ransomware such as Nymain, for 
example, encrypted victims’ computer files until the victim paid 
a ransom (typically in a form of cryptocurrency) to the 
cybercriminal. Other malware, such as GozNym, was designed 
to steal sensitive online banking credentials from victims in 
order to use those credentials to initiate fraudulent wire 
transfers from the victims’ bank accounts.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Avalanche network case study – United States

• The ML schemes operating over Avalanche involved highly 
organised individuals, who controlled server networks and 
money mules, which were a crucial part of the criminal network. 
In some cases, the leaders would use a network of individuals 
to open bank accounts in major global financial hubs to facilitate 
wire transfers. The mules were often sponsored by the leader of 
a particular, country-based network and brought to the US, or, 
they were unwitting individuals who were recruited. The mules 
purchased goods with stolen funds, enabling cybercriminals to 
launder the money they acquired through malware attacks or 
other illegal means.

• Source: United States
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FATF Professional Money Laundering Types of Organizations 
and Networks – Digital money and virtual currency networks

• PMLs also arrange schemes that allow criminals to cash out 
proceeds generated in virtual currency via online illicit markets 
(e.g. Dark Web drug-trafficking marketplaces).

• Financial instruments are issued under the names of money 
mules (usually students who obtain a bank card and then sell 
the bank card to criminals for a fee, knowing nothing about its 
subsequent usage and associated criminal activities). Money 
mules employed by the PML conduct ATM withdrawals in a 
coordinated manner, and then give the money to members of 
the client OCGs.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks

• Proxy networks are PMLs who supply a type of banking service 
to OCGs, generally through the use of multi-layered transfers 
via bank accounts. These specialized services offer all of the 
advantages that come with moving funds globally via the 
legitimate financial sector. The main task of these proxy 
networks is to move client funds to the final, pre-determined 
destination and to obfuscate the trail of the financial flows. In 
many cases, these schemes are supported by TBML 
mechanisms.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks

• In general, a cross-border ML scheme arranged by a proxy 
network has the following structure:

• Step 1: Clients’ funds are transferred to accounts opened in the 
name of shell companies controlled by the PML, often through 
the use of legal entities controlled by them, or entities operating 
on their behalf. If the criminal proceeds were obtained in cash, 
controllers arrange to collect and deposit the cash into the 
accounts of PML-controlled shell companies.

• Step 2: Funds are moved through a complex chain of accounts 
established by domestic shell companies under fictitious 
contracts. The funds from different clients are mixed within the 
same accounts, which makes it difficult for investigators to trace 
the funds coming from a particular client.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks

• Step 3: Funds are transferred abroad under fictitious trade 
contracts, loan agreements, securities purchase agreements, 
etc. In most cases, accounts of the first-level layer of foreign 
companies are controlled by the same money launderers, who 
facilitated Step 1, or by foreign PMLs who act in collaboration 
with the domestic money launderers.

• Step 4: Funds are moved through a complex chain of 
international transfers. The ML infrastructure used (i.e. accounts 
set up by shell companies) is typically used to channel money 
that comes from all over the world. These international money 
transfers often demonstrate similar geographical patterns.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks

• Step 5: Funds are returned to the accounts controlled by the 
initial clients, their close associates or affiliated legal entities 
and arrangements. Alternatively, the PML will purchase goods 
and services on behalf of the OCG. PMLs that arrange these 
schemes provide different reasons to justify or legitimise the 
wire transfers they conduct. These may include trade in various 
goods and services, import/export services, loans, consultancy 
services or investments. PMLs look for loopholes and other 
possible purposes for payments that give the veneer of 
legitimacy to these transactions. Bank accounts are chosen to 
make the activity appear legitimate, and to avoid suspicious 
transactions reporting and/or instances where the transaction 
are blocked by financial institutions. For example, PMLs use 
accounts of various characteristics (i.e. accounts where the 
activity volume was small, medium or large), in accordance with 
the sums laundered.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks – Case study - Israel

• This investigation was conducted by a specially designated 
Israeli Task Force for PML investigations, which includes 
members from the Israeli Police, Tax Authority, IMPA (FIU) and 
Prosecution. The investigation also involved the cooperation of 
LEAs in another country.

• The suspects of the investigation were criminals conducting 
massive fraud and extortion, as well as PMLs, who assisted the 
predicate offenders in laundering the proceeds of crimes. Funds 
were laundered using shell companies established in Europe and 
the Far East. "Straw men," couriers and hawala-type services. 
The companies were established in advance in countries that 
were less susceptible for illegal activity in the eyes of the fraud 
victims. 
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks – Case study - Israel

• The PML built the infrastructure that enabled the ML activity, 
which in turn was part of a global ML network. The PML, through 
the use of other individuals, opened foreign bank accounts, 
established foreign companies, and also used a repatriation 
network of foreign immigrants to move funds as part of the ML 
network.

• The suspects transferred fraudulent proceeds to bank accounts 
opened in the name of the shell companies and straw men. The 
funds were then transferred to other bank accounts in the Far 
East and immediately the suspects withdrew money in cash by 
using couriers, hawala networks and MVTS providers in Israel to 
transfer the funds to their final destinations.
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FATF Professional Money Laundering Types of Organizations 
and Networks – Proxy networks – Case study - Israel

• During the investigation, an Israeli suspect (one of the PMLs) 
was arrested by an LEA of a third country. This assisted the 
investigation in understanding the modus operandi of the PMLN. 
It was established that the PML of the network was also able to 
provide bank accounts of various characteristics (i.e. accounts 
where the activity volume was small, medium or large in 
accordance with the sums laundered). The bank accounts were 
thus chosen to make the activity look legitimate, avoiding 
unusual activity reports and/or instances where the transaction 
is blocked by the financial institution concerned. 

• Source: Israel 
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FATF Professional Money Laundering Types of Organizations and 
Networks – Proxy networks – Case study – Russian Federation

• A financial investigation was initiated into the embezzlement of 
public funds and suspected corruption, which led to the 
detection of a large-scale international ML platform that was 
used to move funds originating from different sources.

• The proceeds of crime were moved to accounts of shell 
companies held with banks in Latvia, Cyprus and Estonia. The 
criminal proceeds were further transferred to accounts of 
companies controlled by the beneficiary’s close associates and 
then moved back to Russia. Further investigation revealed that 
various companies used the same channel to move the funds.
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• A criminal proceeding on articles “Fraud”, “Arrangement of 
organised criminal group” and “Money Laundering,” according to 
the Criminal Code of the Russian Federation, was opened. The 
Central Bank of the Russian Federation withdrew the license of 
the Russian bank that facilitated frequent cross-border money 
transfers under fictitious contracts for violations of AML 
legislation. The European Central Bank also withdrew the license 
of a Latvian bank that facilitated the redistribution of criminal 
proceeds. A significant portion of funds was frozen on the 
accounts held by Latvian banks.
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• While the investigation of the case started with a particular 
predicate offence, it led to the identification of a wide 
international PML scheme that was used to move funds 
originating from various crimes. There are also indications that 
clients from other countries used this ML scheme. In a 
demonstration of the interconnectedness of PML, some 
companies involved in this scheme have financial links with a 
UAE company designated by the US in relation to the Altaf 
Khanani Money Laundering Organisation.

• Source: The Russian Federation
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FATF Professional Money Laundering Supporting 
mechanisms – Trade based money laundering

• TBML is defined as “the process of disguising the proceeds of 
crime and moving value through the use of trade transactions in 
an attempt to legitimise their illicit origin.” There are various 
TBML variations that can be employed by PMLs. These include:

• The purchase of high-value goods using the proceeds of crime, 
followed by the shipment and re-sale of goods overseas;

• The transfer of funds which purport to be related to trade, or to 
the purchase of goods that are ultimately never shipped or 
received (also known as “phantom shipments”);

• Falsifying the number and/or value of goods being shipped to be 
higher or lower than the corresponding payment, allowing for 
the transfer or receipt of the value of proceeds of crime (also 
known as over or under-invoicing);
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FATF Professional Money Laundering Supporting 
mechanisms – Trade based money laundering

• Using the proceeds of crime to purchase goods for legitimate re-
sale, with payment for goods made to drug 
traffickers/distributors by legitimate business owners (e.g. the 
Black Market Peso Exchange - BMPE); and

• Using Money (Peso) Brokers, who are third parties that seek to 
purchase drug proceeds in the location where illicit proceeds are 
earned by drug cartels (e.g. Colombia, Mexico) at a discounted 
rate. Money brokers often employ many individuals responsible 
for collecting narcotics proceeds and disposing of those 
proceeds, as directed by either the drug trafficking organisation 
or the money brokers who serve as PMLOs.
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FATF Professional Money Laundering Supporting mechanisms 
– Trade based money laundering – Case study - Canada

• Project OROAD was a joint task force financial investigation, 
launched from a drug investigation into ML activities of a 
suspicious group. Information received from FINTRAC helped 
identify a complex TBML where two of the group’s central 
figures hired 10 nominees to establish 25 shell companies. The 
shell companies were opened using names across a diverse 
number of industries: landscaping, interior design, electronics, 
metal recycling, plastics recycling, construction supplies, beauty 
supplies, etc.
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FATF Professional Money Laundering Supporting mechanisms 
– Trade based money laundering – Case study - Canada

• The laundering network included legitimate businesses, 
operating in the financial and real estate sectors, as well as a 
small financial company, which was complicit in laundering the 
funds. The money launderer provided his accomplice at the 
financial company with large bags of cash, which were then 
deposited into business accounts in the name of shell 
companies. This  continued until the accounts were closed by 
the financial institution that held the shell company’s accounts, 
due to a high volume of suspicious transactions.
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FATF Professional Money Laundering Supporting mechanisms 
– Trade based money laundering – Case study - Canada

• Investigators believe the ML group used a TBML scheme. The 
ML operation and the network of shell companies were largely 
centered on a logistics company. One of the money launderers 
was seen leaving the logistics company location with large bags 
of bulk cash, which were believed to be the proceeds of drug 
sales. The money launderer used nominees to make multiple 
cash deposits into their personal and business accounts.
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FATF Professional Money Laundering Supporting mechanisms 
– Trade based money laundering – Case study - Canada

• The money launderer instructed nominees to either i) transfer 
funds back to  the logistics company; or ii) transfer funds to 
other business accounts, held by nominees located in Canada, 
China, Panama and the US. Funds were sent by wire transfer, 
bank draft or cheque, some of which were then returned to the 
logistics company. In each case, the money launderer used 
fraudulent invoices to account for the proceeds of drug sales so 
that they could be more easily integrated into the financial 
system.
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FATF Professional Money Laundering Supporting mechanisms 
– Trade based money laundering – Case study - Canada

• Investigators believe that some of the funds were transferred 
back to the Mexican drug trafficking organisation and to other 
companies controlled by the drug trafficking organisation in 
China, Mexico and the US. In some cases, funds were used for 
to purchase goods located in Panama or Mexico. The ringleaders 
in Canada established companies in these countries in attempts 
to make the transfers seem legitimate. The purchased goods 
were then shipped to other foreign countries for sale. Once the 
purchased goods arrive at the destination country, they were 
sold, and the proceeds of the sale (in the destination country's 
currency) were then transferred to the drug trafficking or ML 
organisation to provide the criminals with “clean” funds, 
laundered through TBML.

• Source: Canada
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FATF Professional Money Laundering Supporting mechanisms 
– Account settlement – Case study - Belgium

• Several Belgian corporate customers transferred funds to the 
accounts of Belgian construction or industrial cleaning 
companies and their managers. These companies had a similar 
profile: they operated in the same industry, the managers were 
often from the same country, the articles of association were 
copied with slight modifications, and the companies’ financial 
health was poor. Some companies had already gone bankrupt or 
no longer complied with their legal requirements.

• Funds were channeled through different accounts: Part of the 
funds credited to the accounts was withdrawn in cash, 
presumably to pay workers. Another part of the funds were 
transferred to companies located abroad, in Europe and in Asia.
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FATF Professional Money Laundering Supporting mechanisms 
– Account settlement – Case study - Belgium

• The funds transferred to Europe were credited to the accounts 
of other companies in the same industry. Often no explanation 
was provided for these transfers, even though the scale was 
significant. The references accompanying these transfers, if any, 
were vague. The majority of the funds were  subsequently 
withdrawn in cash.

• The funds transferred to Asia, mainly China and Hong Kong, 
were credited to the accounts of limited liability companies, 
which were not linked to the construction or industrial cleaning 
industry in any way.
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FATF Professional Money Laundering Supporting mechanisms 
– Account settlement – Case study - Belgium

• Information received from a counterpart FIU revealed links with 
a criminal organisation involved in drug trafficking. This 
organisation, which held large amounts of cash, used an 
organisation that laundered the funds and  transported the cash 
to Belgium by car. In Belgium, intermediaries then handed over 
the cash to various companies in Belgium that required cash to 
carry out their activities.

• Based on this information, authorities have concluded that the 
Belgian construction and industrial cleaning companies involved 
in this case were part of an account settlement scheme. The 
cash proceeds of drug trafficking were used to pay illegal 
workers of Belgian companies.

• Source: Belgium
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FATF Professional Money Laundering Complicit/Criminal 
Service Providers and Professionals

• PMLs may occupy positions within the financial services industry 
(e.g. bankers and MVTS agents) and DNFBP sectors (e.g. 
lawyers, accountants and real estate professionals), and use 
their occupation, business infrastructure and knowledge to 
facilitate ML for criminal clients. The use of occupational 
professionals can provide a veneer of legitimacy to criminals 
and OCGs. As such, OCGs actively seek out insiders as potential 
accomplices to help launder illicit proceeds. In rare instances, 
complicit actors who facilitate PML schemes come from within a 
government institution (i.e. a corrupt official).
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Money value - Case study - UK

• A mechanic in the UK acted as a professional launderer for an 
unknown PMLN. The mechanic opened bank accounts in the UK, 
which were used to deposit  GBP 5.3 million in cash between 
October 2013 and December 2014. Multiple deposits of GBP 25 
000 were paid into the bank accounts per day using bank 
‘quick-drop’ facilities. Once paid into the bank accounts, money 
was transferred to third-party bank accounts held in the UK and 
six other jurisdictions using bank  and  foreign  exchange  
broker  transfers.   The   mechanic   was   paid   GBP 20 000 for 
moving the cash abroad. The launderer pleaded guilty to three 
charges of ML and, in April 2018, was sentenced to six years in 
jail and banned from being a company director for nine years.
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Money value - Case study - UK

• Quick drop is a facility to deposit, cash either at the bank 
directly or at a third-party facility, where the money is counted 
and then transferred to the bank to be deposited. Quick drop 
facilities allow cash to be deposited quicker, at more locations 
and often without coming into contact with staff.

• Source: United Kingdom
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• An investigation by Italian authorities uncovered various ML 
operations that were carried out by senior foreign bank officials 
(general manager and chairman), together with a complicit 
accountant and a lawyer. The illicit proceeds were derived from 
an international cocaine trafficking organisation.

• The criminals were put in contact with the general manager and 
the chairman of the foreign bank, which was experiencing a 
serious liquidity crisis at the  time. The criminals and the bank 
executives agreed that one of the drug traffickers would 
deposit, in his own name, about EUR 15 million at the bank in 
crisis. This bank committed to provide the two professionals 
(the lawyer and accountant, noted above, who were also 
brothers) with a given amount of money in compensation for 
the intermediation work they performed, to be credited to 
accounts specifically opened in their names at the bank.
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Financial institution - Case study - Italy

• The accountant was also in charge of performing accounting 
tasks for several companies belonging to the drug trafficker. 
Following the intermediation activity, the bank's general 
manager received EUR 1.3 million, in two instalments, from a 
deposit made in the name of the drug trafficker. Subsequently, 
the bank’s general manager, with the approval of the bank's 
chairman, started complex financial operations aimed at 
concealing the unlawful origin of the money deposited.

• Authorities were able to ascertain the role played by the lawyer, 
leaving no doubt as to his function as an intermediary between 
his client (custodian) and the bank, and the lawyer’s knowledge 
of the actual illicit source of the money involved.

• Source: Italy
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FATF Professional Money Laundering Complicit/Criminal Service
Providers and Professionals – Legal services - Case study – United States

• A lawyer in Texas was convicted for laundering money for an 
OCG and engaging in a variety of fraud schemes. The OCG 
operated in the US, Canada, Africa, Asia and Europe. A complicit 
bank employee was also convicted for her role in creating 
counterfeit checks and monitoring money flows between the 
numerous accounts controlled by the OCG.

• All of the victims of these various fraud schemes were 
instructed to wire money into funnel accounts held by other co-
conspirators (money mules), who then quickly transferred the 
money to other US accounts as well as accounts around the 
world before victims could discover the fraud. Several millions of 
dollars were laundered in this manner. The numerous bank 
accounts opened by the mules served as the initial “layer” in the 
laundering process, which allowed co- conspirators to distance 
or conceal the source and nature of the illicit proceeds. 
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• For example, during a one-year period, a key money mule 
opened 38 fraudulent bank accounts.

• The fraud schemes took several forms. Many victims were law 
firms that were solicited online provided counterfeit cashier’s 
checks for deposit into the firms’ trust accounts. The law firms 
were then directed to wire money to third-party shell businesses 
controlled by the co-conspirators. The fraud conspiracy also 
employed hackers who compromised both individual and 
corporate e-mail accounts, ordering wire transfers from 
brokerage and business accounts  to shell accounts controlled 
by co-conspirators. The shell companies were incorporated in 
Florida with fictitious names and then used to open bank 
accounts at banks in Florida in those names.
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• The licensed attorney in Texas worked for the co-conspirators by 
laundering victim money through an interest on lawyers trust 
account (IOLTA). He also met with individual money mules to 
retrieve cash from their funnel accounts. The lawyer recruited 
his paralegal and others to open accounts used in the 
laundering scheme.

• Source: United States
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Legal services - Case study – Italy

• This case was initiated by a special currency police unit within 
the Guardia di Finanza as a follow-up investigation to a judicially 
authorised search conducted on the boss of a major organised 
crime group (La Cosa Nostra or LCN) in Palermo, Italy. This 
investigation was aimed at identifying those individuals acting 
as nominees, as well as individuals who facilitated the 
movement of criminal proceeds on behalf of LCN. The 
investigation identified that a well- known lawyer was the 
beneficial owner of the companies used to launder funds via a 
Palermo-based construction company, which was linked to 
family members of the organised crime boss.
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Legal services - Case study – Italy

• The lawyer performed a “money box” function for the LCN, 
which consisted of managing the financial resources of the 
crime group with the purpose of concealing the origins of the 
illicit proceeds and avoiding detection by authorities of any 
assets purchased from these proceeds. Through his professional 
relationships, the lawyer developed and tapped into an elite 
social network, which he also made available to the organised 
crime group.
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Legal services - Case study – Italy

• The lawyer, who was operating as a PML, conducted a number 
of services, such as: (a) obtaining a mortgage to purchase an 
apartment with EUR 450 000 in criminal proceeds on behalf of 
an organised crime family member; (b) using a fictitious 
contract to purchase an apartment with EUR 110 000 on behalf 
of the organised crime group; and (c) layering and integrating 
legal funds with criminal assets derived from construction work 
carried out on land purchased with criminal proceeds.

• This investigation led to confiscation proceedings against nine 
individuals totaling EUR 550 000 as well as seven properties 
owned by the lawyer.

• Source: Italy
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FATF Professional Money Laundering Complicit/Criminal Service 
Providers and Professionals – Payment processing 

• Payment processing companies provide payment services to 
merchants and other business entities, such as credit card 
processing or payroll processing services. Typically, bank 
accounts held by payment processors are used to facilitate 
payments on behalf of their clients. In certain circumstances, 
payment processing companies essentially act as “flow-through” 
accounts – there is no requirement for them to divulge the 
identities of their individual clients to financial institutions.  
Traditionally, payment processing companies were established 
to process  credit card transactions for conventional retail 
outlets. However, over time, payment processing companies 
have evolved to serve a variety of domestic and international 
merchants, including Internet-based and conventional retail 
merchants, Internet gaming enterprises and telemarketing 
companies.
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FATF Professional Money Laundering Complicit/Criminal Service Providers 
and Professionals – Payment processing - Case study – United States

• PacNet, an international payment processor and MVTS provider 
based in Vancouver, Canada, helped dozens of fraudsters gain 
access to US banks.  PacNet has a 20-year history of engaging 
in ML and mail fraud, by knowingly processing payments on 
behalf of a wide range of mail fraud schemes that  target 
victims throughout the world. When it was shut down, PacNet 
consisted of 12 individuals and 24 entities across 18 countries. 
The network collectively has defrauded millions of vulnerable 
victims across the US out of hundreds of millions of dollars.
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• With operations in Canada, Ireland and the UK, and subsidiaries 
or affiliates in 15 other countries, PacNet was the third-party 
payment processor of choice for perpetrators of a wide range of 
mail fraud schemes. US consumers receive tens of thousands of 
fraudulent lottery and other mail fraud solicitations nearly every 
day that contain misrepresentations designed to victimise the 
elderly or otherwise vulnerable individuals.
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• PacNet’s processing operations helped to obscure the nature of 
the illicit funds and prevented the detection of fraudulent 
schemes. In a typical scenario, scammers mailed fraudulent 
solicitations to victims and then arranged to have victims’ 
payments (both checks and cash) sent directly, or through a 
partner company, to PacNet’s processing operations. Victims’ 
money, minus PacNet’s fees and commission, were made 
available to the scammers through wire transfers from the 
PacNet holding account, as well as by PacNet making payments 
on behalf of the scammers, thereby obscuring the link to the 
scammers. This process aimed to minimise the chance that 
financial  institutions would detect the scammers and determine 
their activity to be suspicious.
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• The mail schemes involved a complicated web of actors located 
across  the world and each scheme followed a similar pattern. 
These schemes involve a consortium of entities, including direct 
mailers, list brokers, printer/distributors, mailing houses, 
“caging” services, and payment processors. These six diverse 
groups worked together to (i) mail millions of solicitation 
packets each year, (ii) collect and distribute tens of millions of 
dollars in annual victim payments, and (iii) attempt to obscure 
their true identities from victims and law enforcement agencies 
worldwide.

• Source: United States
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FATF Professional Money Laundering Complicit/Criminal 
Service Providers and Professionals –Virtual currency

• PMLs offer a variety of services including the use of virtual 
currency in an attempt to anonymise those committing crimes 
and their illicit transactions. The use of complex, computer-
based fraud schemes has led cyber criminals to create large-
scale mechanisms to move the proceeds earned from these 
schemes. More specifically, virtual currency exchangers have 
been used as unlicensed or unregistered MVTS providers to 
exchange criminal proceeds in the form of virtual currency to 
fiat currency. In 2015, FATF issued guidance to demonstrate 
how specific FATF Recommendations should apply to convertible 
virtual currency exchangers in the context of VCPPS, and
identify AML/CFT measures that could be required. Case studies 
have nonetheless shown that complicit virtual currency 
exchangers, which have been intentionally created, structured, 
and openly promoted as criminal business ventures, are being 
used.
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FATF Professional Money Laundering Complicit/Criminal Service Providers 
and Professionals –Virtual currency – Case study – United States

• On July 26, 2017, a grand jury in the Northern District of 
California indicted a Russian national and an organisation that 
he allegedly operated, BTC-e, for operating an unlicensed 
money services business, ML and related crimes. The indictment 
alleges that BTC-e was an international ML scheme that 
allegedly catered to criminals, particularly cyber criminals, and 
evolved into one of the principal means by which criminals 
around the world laundered the proceeds  of their illicit activity. 
The indictment alleges that one of the operators of BTC-e who 
directed and supervised BTC-e’s operations and finances, along 
with others, intentionally created, structured, operated and 
openly promoted BTC-e as a criminal business venture, 
developing a customer base for BTC-e that was heavily reliant 
on criminals. BTC-e was also one of the world’s largest and most 
widely used digital currency exchangers. 
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• The investigation has revealed that BTC-e received more than 
USD 4 billion worth of virtual currency over the course of its 
operations. In addition to the indictment charging BTC-e and 
one  of its operators with the violations noted above, FinCEN –
in close co-ordination with the Justice Department – assessed a 
USD 110 million civil money penalty against BTC-e for willfully 
violating US. anti-money-laundering laws.

• Source: United States
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FATF Financial Flows from Human Trafficking 
Report July 2018

• TABLE OF ACRONYMS 

• AML/CFT Anti-Money Laundering/Countering the Financing of 
Terrorists

• FATF Financial Action Task Force

• FIU Financial Intelligence Unit

• FSRB FATF-style regional body

• HTFL Human Trafficking for the purpose of forced labour or 
services, slavery or

• practices similar to slavery, and servitude

• HTRO Human Trafficking for the purpose of removal of organs

• HTSE Human trafficking for the purpose the exploitation of the 
prostitution of others or other forms of sexual exploitation
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FATF Financial Flows from Human Trafficking 
Report July 2018

• TABLE OF ACRONYMS 

• ILO International Labour Organisation

• ISIL Islamic State of Iraq and the Levant

• ML Money Laundering

• NPO Non-profit organisation

• NRA National Risk Assessment

• Reporting entities Private entities with obligations in a 
jurisdiction’s AML/CFT regime

• RTMG FATF’s Risks, Trends and Methods Group

• STR Suspicious Transaction Report

• TF Terrorist Financing
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FATF Financial Flows from Human Trafficking 
Report July 2018

• TABLE OF ACRONYMS 

• The previous FATF report FATF’s 2011 report, Money Laundering 
Risks Arising from Trafficking in Human Beings and the 
Smuggling of Migrants

• UNODC United Nations Office on Drugs and Crime
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FATF Financial Flows from Human Trafficking 
Report July 2018

• TABLE OF CONTENTS 

• PART ONE: OVERVIEW OF THE SCALE AND SCOPE OF HUMAN 
TRAFFICKING

• PART TWO: ANALYSIS OF MONEY LAUNDERING FROM HUMAN 
TRAFFICKING CASE STUDIES

• PART THREE: CHALLENGES AND GOOD PRACTICES IN 
COMBATTING ML/TF FROM HUMAN TRAFFICKING

http://www.fatf-gafi.org/media/fatf/content/images/Human-
Trafficking-2018.pdf
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FATF on Human Trafficking 2018 
Executive Summary

• In addition to its enormous human cost, human trafficking is 
estimated to be one of the most profitable proceeds generating 
crime in the world, with the International Labour Organisation 
estimating that forced labour generates USD 150.2 billion per 
year.

• Human trafficking is also one of the fastest growing forms of 
international crime. The increased displacement and 
vulnerability of people in, and around, conflict zones increases 
instances of human trafficking, including potential involvement 
by opportunistic terrorist organisations.
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FATF on Human Trafficking 2018 
Executive Summary

• This study has brought granularity to indicators of suspected 
money laundering of the proceeds of human trafficking by 
separating human trafficking into three categories in line with 
the Palermo Protocol: human trafficking for forced labour, sexual 
exploitation or for the removal of organs.
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FATF on Human Trafficking 2018 
Executive Summary

• The project team found that the proceeds from each of these 
types of exploitation are realised in a different manner, and
required different laundering mechanisms. In addition, each of 
these three types of exploitation could be better understood and 
detected through the financial activities of the various actors 
and/or roles involved to conduct each of the three types of 
exploitation.
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FATF on Human Trafficking 2018 
Executive Summary

• This study updates the FATF Global Network’s understanding of 
the financial flows from human trafficking, and provides tangible 
indicators and best practices for national authorities to improve 
their effectiveness in combatting money laundering and terrorist 
financing from human trafficking (see Annex B).
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FATF on Human Trafficking 2018 
Proceeds derived

• The … proceeds figures demonstrate that the estimated 
proceeds from human trafficking in aggregation is 
approximately USD 150.2 billion, versus  the USD 32 billion 
figure provided in the previous FATF report, which makes it the 
one of the most significant generators of criminal proceeds in 
the world. The United Nation’s completed Global Initiative to 
Fight Human Trafficking project also indicated that human 
trafficking is the fastest growing form of international crime.
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FATF on Human Trafficking 2018 Terrorist 
financing proceeds derived

• FATF reports, UN Security Council Resolutions and Reports of 
the Secretary-General on the threat posed by ISIL (Da’esh) to 
International Peace and Security, as well as jurisdictions and 
news media, have highlighted the link between human 
trafficking and terrorist organisations. Trafficking flows related 
to armed conflict can include human trafficking within and into 
conflict-affected areas for the purposes of domestic servitude, 
sexual slavery, forced recruitment, forced labour and forced 
marriage.
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FATF on Human Trafficking 2018 
AML/CFT risk assessments

• Of the 28 national anti-money laundering/countering the 
financing of terrorism (AML/CFT) risk assessments considered 
for this report, 14 specifically mention human trafficking as a 
money laundering risk, while none identified human trafficking 
as a terrorist financing risk. Ten of these 14 countries rated their 
risk for money laundering from human trafficking: Four rated it 
as high, three as  medium and three as low. Some of the 
countries that did not mention human trafficking as a money 
laundering risk as part of their national AML/CFT risk 
assessment did have other publications detailing money 
laundering risks related to human trafficking.
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FATF on Human Trafficking 2018 AML/CFT 
risk assessments

• National AML/CFT risk assessments that mentioned human 
trafficking appeared to provide some understanding of trends 
pertaining to the predicate crime and its links to organised 
crime; however, they provided little information on the financial 
flows or the laundering of the proceeds of human trafficking. In 
addition, many of the national AML/CFT risk assessments 
acknowledged that there are different money laundering risks 
for human trafficking for the purpose the exploitation of the 
prostitution of others or other forms of sexual exploitation 
(HTSE) or for the purpose of forced labour or services, slavery 
or practices similar to slavery, and servitude (HTFL), but also 
recognised that there were gaps in their knowledge related to 
the latter.
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FATF on Human Trafficking 2018 Analysis 
of money laundering

• This study groups the offence into the following three categories 
and examines case studies based on these groupings. It also 
allowed for the creation of indicators of money laundering, some 
of which are known general money laundering indicators, but 
also others unique to the laundering of the proceeds of the 
specific type of human trafficking, which have been listed in 
Annex B.

• Human trafficking for the purpose the exploitation of the 
prostitution of others or other forms of sexual exploitation 
(HTSE)

• Human Trafficking for the purpose of forced labour or services, 
slavery or practices similar to slavery, and servitude (HTFL)

• Human Trafficking for the purpose of removal of organs (HTRO)
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FATF on Human Trafficking 2018 Analysis of 
money laundering

• Additionally, the case studies and indicators highlight four issues 
which are useful to consider in designing efforts to detect 
financial flows related to human trafficking.

• The more exposure the offender and/or victim have to the 
formal financial sector or government, the greater the 
opportunities for identifying signs of money laundering from 
human trafficking. 

• Wider contextual information can prove useful in identifying 
signs of trafficking.

• Human trafficking may be easiest to identify based on indicators 
at the victim level or at the lowest level of a criminal 
organisation; at higher levels of criminal organisations, the 
indicators present may suggest a number of different crimes. 
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FATF on Human Trafficking 2018 Identifying 
suspicious transactions

• Compared to identifying money laundering from human 
trafficking, which intentionally appears as normal transactions, 
it is easier to profile a victim’s expenses/financial flows. Profiling 
these expenses is a good first step in identifying the proceeds 
from HTSE by first identifying the victims of the crime. Further 
examining the financial transactions of the victim can help 
identify the individuals laundering the proceeds from the HTSE 
offence. These transactions can highlight a pattern of activity 
that can lead to the larger sexual exploitation trafficking 
network. The following case studies identify indicators of victim-
related financial  transactions:
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 1

• A financial institution submitted multiple Suspicious Transaction 
Reports identifying a group of financially connected individuals 
suspected to be engaging in and/or deriving profit from HTSE. 
The suspicious transaction reports identified the account of 
Victim A, who was using excessive taxi and rider sharing 
services after midnight in various cities across the country 
where they appeared to be staying only for a few days or weeks 
at a time. Victim A appeared to not be paying for any 
accommodations in these various cities, but did incur room 
service and eatery bills at various motels/hotels. Victim A was 
also frequenting pharmacies and fast food eateries daily or 
multiple times a day in a manner inconsistent with normal 
account activity. 
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 1

• Lastly, Victim A’s telephone number was connected to multiple 
advertisements and Backpage postings for escort services. 
Further review of account activity of Victim A indicates that she 
was receiving email money transfers (a service in Canada which 
allows any holder of a bank account to automatically deposit 
funds into another bank account via email) from email 
addresses with all male names and that she was repeatedly 
sending funds to Subject A.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 1

• Subject A’s accounts were mainly funded by third party cash 
deposits and frequent email money transfers from various 
individuals that are deemed to be excessive and do not appear 
to be in line with the subject’s employment income and level of 
wealth. Subject A appears to use multiple contact email 
addresses and names. Funds were often depleted rapidly via 
cash withdrawals, credit card payments, transfers to other 
individuals and outgoing email money transfers without 
apparent economic purpose.  Further review of Subject A’s 
accounts revealed that individuals transacting with the subject 
reside in various geographic locations across Canada.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 1

• Subject A also received an out-of-province incoming email 
money transfer from Subject B. Source of funds for this specific 
transfer was from an email money transfer immediately 
remitted by another individual and Subject B appears to have 
used his account to facilitate the pass-through activity. The 
financial institution also found that Subject B’s account activities 
demonstrate frequent account transfers between the client’s 
bank accounts and credit card, frequent purchases at online 
gaming sites, Bitcoin exchanges, payment processors, sports 
collectable stores, and email money transfers with various 
individuals with unknown source and purpose.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 1

• Subjects A and B are currently under police investigation for 
their HTSE of Victim A. This investigation was started based on 
the suspicious transaction reporting from the Canadian financial 
institution.

Source: Canada
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 2

• A local law enforcement agency provided a bank with 
information about an alleged organised crime network 
comprising at least six individuals involved in trafficking women 
from Eastern Europe for the purposes of sexual exploitation in 
both the UK and the rest of Europe. The group had been 
observed spending significant funds on adult websites named by 
UK local law enforcement as used to advertise trafficked 
women.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 2

• In the initial review, the Bank identified that one of the 
individuals had previously been a customer who had their 
relationship exited for financial crime concerns and another was 
an existing retail customer who held an active account. The 
previous customer had an internal alert raised by branch staff 
due to staff witnessing in-branch, coercive behaviours. They 
noted that a customer was regularly visiting to pay in cash, 
using the branch automated machines and avoiding the counter, 
even when there were no queues. The customer was 
accompanied by the same male on a number of visits during the 
same week. That male appeared to be exerting control over 
them  and  was checking deposits and statements; seemingly 
controlling  her  actions. 
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 2

• The existing customer was also reviewed and it was apparent 
that this account was being used to pay for a variety of low 
cost/high volume transportation and logistics-related bookings 
across Europe. Direct reviews of transactions also highlighted 
additional indicators, including: a common telephone number to 
two other customers; regular low level expenditure at local 
chemist/pharmacy and supermarket; and no evidence of full-
time employment despite significant turnover in the account.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 2

• The Bank filed two further suspicious activity reports that linked 
six customers and their transactional activity to unusual 
behaviour exhibiting indicators of laundering the proceeds of 
human trafficking for the purpose of sexual exploitation. This 
extended the law enforcement intelligence picture for their 
ongoing investigation and also identified previously unknown 
subjects. Local law enforcement developed the case and 
arrested members of the organised crime network who were 
subsequently convicted of human trafficking, modern slavery 
and prostitution offences.

Source: Toolkit for Tackling Human Trafficking – Thomson Reuters 
Foundation and European Banks Alliance
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 3

• On April 9, 2018 the US Department of Justice seized 
Backpage.com, the Internet’s leading forum for prostitution ads 
and a place where  sex traffickers frequently advertised children 
and adults. Backpage earned hundreds of millions of dollars 
from facilitating prostitution and sex trafficking and served as a 
platform for human traffickers. In addition, seven Backpage 
executives were indicted for their role in a conspiracy to 
facilitate prostitution and were charged with 40 counts of money 
laundering in  various forms.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 3

• On April 12, 2018, the Justice Department announced that 
Backpage’s co- founder and CEO, Carl Ferrer, 57, of Frisco, 
Texas, pleaded guilty to conspiracy to facilitate prostitution 
using a facility in interstate or foreign commerce and to engage 
in money laundering. Additionally, several Backpage-related 
corporate entities, including Backpage.com LLC, have entered 
guilty pleas to conspiracy to engage in money laundering.

• In his plea agreement, Ferrer admitted that he conspired  with  
other Backpage principals to engage in various money 
laundering offenses. Specifically, Ferrer admitted that since 
2004, Backpage has earned hundreds of millions of dollars in 
revenue from publishing “escort” and “adult” ads. Over time, 
many banks, credit card companies, and other financial 
institutions refused to do business with Backpage due to the 
illegal nature of its business. 
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 3

• In response, Ferrer admitted that he worked with his co-
conspirators to find ways to fool credit card companies into 
believing that Backpage-associated charges were being incurred 
on different websites, to route Backpage-related payments and 
proceeds through bank accounts held in the name of seemingly 
unconnected entities, and to use cryptocurrency- processing 
companies for similar purposes.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 3

• Backpage advertisers used the proceeds of crime (money 
earned from pimping/prostitution) to purchase ads on 
Backpage; additionally, the fees which Backpage collected for 
posting prostitutions ads also constituted the proceeds of 
unlawful activity. The investigation revealed that laundering of 
criminal proceeds was conducted through numerous US-based 
financial institutions and banks in ten foreign countries. The 
indictment unsealed by the US District Court for the District of 
Arizona further alleged that Backpage pursued an array of 
sophisticated money laundering strategies, including the 
following:
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 3

• Instructing advertisers to send checks and money orders to 
anonymous post office boxes, depositing those payments in 
bank accounts held in the name of entities with no apparent 
connection to Backpage, and then giving the advertisers a 
corresponding “credit” on Backpage to purchase new 
advertisements;

• Wiring the proceeds of Backpage’s business to bank accounts in 
foreign countries and then redistributing the funds to Backpage 
executives (as compensation) or redepositing the funds in bank 
accounts held in the United States (to conceal the nature of 
those funds and promote Backpage’s ongoing operations); and

• Converting advertisers’ payments, and the proceeds of 
Backpage’s business, into and out of cryptocurrency.

Source: United States
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 5

• A recent major ongoing investigation uncovered tens of millions 
of dollars in illicit proceeds derived from sex trafficking which 
were laundered and smuggled by a criminal organisation. 
Twenty-one members of an international sex trafficking ring 
were identified as having various roles  in the organisation 
including traffickers, house bosses, money launderers, and 
facilitators. This sophisticated criminal organisation, which 
operated for approximately eight years, facilitated the 
transportation of women from Southeast Asia to cities across 
the United States and forced them into prostitution. During the 
coordinated takedown, law enforcement seized hundreds of 
thousands of dollars in cash, cell phones, and multiple weapons.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 5

• This criminal organisation engaged in widespread visa fraud to 
facilitate the international travel by the victims. Human 
traffickers assisted the victims in obtaining fraudulent visas and 
travel documents by funding nominee bank accounts, creating 
fictitious backgrounds and occupations, and instructing  the 
victims to enter into fraudulent marriages to increase the 
likelihood that their visa applications would be approved.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 5

• Members of the criminal organisation held more than one role, 
over time or simultaneously, in order to maximise profits. Some 
individuals held the bondage debt of a victim until it was fully 
repaid or, in some instances, a victim’s bondage debt was sold 
from one human trafficker to another. The “house bosses” 
owned the commercial sex houses and ran the day-to-day 
operations. The money launderers supported the continued 
operation of the criminal enterprise by making bank accounts 
available, coordinating deposits and withdrawals of cash, and 
moving money to and from Southeast Asia. The organisation’s 
facilitators assisted with the logistics of renting the commercial 
sex houses, facilitating the transport of victims, assisting with 
money laundering, and entering into fraudulent marriages with 
members of the criminal organisation so those criminals could 
gain immigration status in the United States.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 5

• The criminal organisation dealt primarily in cash and engaged in 
rampant  and sophisticated money laundering in order to 
promote, distribute, and conceal illegal profits. The organisation 
used funnel accounts to launder and route cash from cities 
across the United States to the money launderers on the West 
Coast. Upon entry to the United States, trafficking victims were 
often escorted by a member of the organisation to a bank and 
instructed to open an account in their own name; once the 
account was opened, a member of the organisation took control 
of it and then provided the account information to other criminal 
associates to coordinate deposits throughout the United States.
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FATF on Human Trafficking 2018 Identifying 
HTSE suspicious transactions Case study 5

• The organisation also engaged in bulk cash smuggling by 
physically transporting and mailing illegal proceeds from sex 
trafficking to Southeast Asia. The money launderers recruited 
money mules to carry large volumes of cash on their persons 
when traveling overseas as well as to hide cash in  items such 
as clothing and dolls. Finally, the organisation used a hawala 
system to transfer money to Southeast Asia and elsewhere 
outside the United States.

Source: United States
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FATF on Human Trafficking 2018 Identifying 
HTFL suspicious transactions Case study 6

• The retail team in a major high street bank identified a potential 
trend which resulted in a referral to the FIU for investigation. 
Two customers were living at the same address with funds 
received followed by multiple cash withdrawals. The purpose of 
the referral was to identify if any additional customers had 
similar account activity. A review of these two customers raised 
concerns due to possible Labour Exploitation in the construction 
sector.

• After the initial referral, the investigation identified at the same  
address three additional customers who were of concern, 
making five customers in total. A profile review identified four 
customers showing the same pattern of account activity and 
one customer with different account activity.
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• Analysis of the four customers showing the same pattern of 
activity identified the following:

• The accounts were receiving Faster Payments Inwards (FPI) from 
the same entity followed by ATM withdrawals and larger cash 
withdrawals in branch and in the same locations.

• The accounts were showing a lack of living expenses such as food, 
petrol, utilities and rent.

• Further analysis of these four customers identified the following:

• All of the profiles identified registered the same mobile number

• Two of the 4 profiles identified registered the same email address

• All profiles had the same nationality

• The Passports used to open 4 of the accounts were temporary and  
issued in the same month. The same home town was stated on all 
passports

• Income was received and immediately withdrawn in cash
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• Deeper analysis into these four customers identified the fifth 
customer residing at the address that had introduced the four 
customers to the Bank when opening the account. Bank records 
advise this fifth customer was an interpreter as the applicants 
could not speak English very well. The mobile number and email 
address registered on the profiles of the four victims linked to 
the fifth customers at the address.

• The bank identified four customers receiving funds from the 
same employer. Further analysis was completed into other 
accounts which had received funds from this employer to 
identify if the network was larger than the 4 customers 
identified to date. Based on the foregoing indicators, the FIU 
suspected that the four individuals might be victims of HTFL and 
the fifth  may have been involved in the offences.
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• The FIU’s analysis revealed that there were further customers of 
concern.  The case was referred to law enforcement who, 
following a subsequent investigation, confirmed that the 
customers were subject to forced labour exploitation and began 
enforcement action.

Source: United Kingdom
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• In 2013, Italian police started an investigation concerning a 
major informal strike by immigrant workmen, which led them to 
discover a HTFL scheme involving Bangladeshi and Indian 
immigrants, trafficked by three gangmasters, one Bangladeshi 
(Mr A) and two Italian nationals (Mr B and Mr C). The 
investigation was concerning Alpha, an Italian logistics firm run 
by Mr A. This investigation was commenced through suspicious 
transaction reporting to the financial intelligence unit based on a 
number of factors:

• News media reports of a major informal strike by immigrant 
workmen;

• Rumours about unfair business practices/competition by Alpha;
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• Anomalous management and ownership structure of logistics 
companies associated to Alpha (run and owned by foreign 
workmen only recently immigrated to Italy, also known to work as 
employees for similar firms);

• Nearly simultaneous ATM cash withdrawals through payment cards 
belonging to several immigrants working for the same firm at a 
singular location.

• The investigation uncovered that Mr A had selected the 
workmen in their home countries, offering them temporary jobs 
at Alpha in exchange for a sum they would pay him through 
their future work in the cooperative. This arrangement would 
also grant them temporary work visas to Italy, so that both their 
residence and employment in Italy would be completely legal.
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• On such legal ground, once arrived in Italy, Mr A forced each 
immigrant workman first to address banks through him in order 
to get current accounts and payment cards (debit cards and 
reloadable cards), to which Alpha would credit the wages. The 
immigrant workmen then had to hand the passwords  to Mr B, 
enabling him to take back half the wages through ATM cash 
withdrawals. The immigrants were forced to provide a portion of 
their wages to Mr A to pay back their debt, as well as payment 
for basic goods, such as accommodation and food etc. In spite 
of the HTFL, Alpha’s accounting and financial records appeared 
compliant with the law, because each workman’s weekly 
working time and wages were formally consistent with legal 
thresholds, though actually each workman worked for nearly 
twice as many hours for half the salary.
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• Alpha’s profits were withdrawn through the immigrants’ cards, 
and in some instances sent to shell companies made to look like 
logistics companies through a false invoicing scheme with the 
an apparent ownership structure owned and operated by the 
victims. The actual beneficial owner of the shell companies to 
which the funds were sent was Mr C, who was found to also be 
the beneficial owner of other such shell companies during the 
course of the investigation. These corporate vehicles provided 
Mr. C with a sort of multi- purpose “money laundering machine” 
ultimately founded on immigrants’ vulnerability to threats about 
their dismissal from their work, which would have resulted in 
being sent back to their home countries.

• This scheme enabled the laundering of an estimated EUR 2.5 
million in two and a half years.

Source: Italy
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• Two brothers trafficked 18 men from Poland to the United 
Kingdom to work in a major sports clothing warehouse. The 
brothers employed ‘spotters’ in Poland to identify vulnerable 
men and approach them with an offer of work and 
accommodation overseas. The men received coach tickets to the 
destination country. Once the victims had arrived, they had to 
hand in their passports. They were forced to live in an 
overcrowded house in squalid conditions. The offenders helped 
the victims to open bank accounts, and then seized their bank 
cards to control these accounts. The brothers used physical and 
verbal threats as a means of control. The victims found 
employment at the warehouse through an employment agency. 
The offenders took the majority of the victims’ GBP 265 weekly 
wage, leaving each victim with just GBP 90 a week. The 
offenders reportedly made GBP 35 000 throughout the 
exploitation period.

111



FATF on Human Trafficking 2018 Identifying 
HTFL suspicious transactions Case study 8

• Following work with the police the bank analysed the 
information it held on the address and found that there were up 
to 15 customers registered at that address.

• They reviewed each of these customers and identified the 
following suspicious activity:

• The property, when looked at on Google StreetView, could only 
comfortably accommodate 2 or 3 people at the most

• The customers living there received weekly incomes from an 
agency

• A high percentage of that income was withdrawn quickly after 
receipt in to the accounts

• Analysis of ATM activity for these customers shows that their ATM 
usage often occurred at the same machine at the same time  
suggesting that a third party is in control of their cards.
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• Following a police raid on the house and arrest of the brothers, 
both offenders pleaded guilty to human trafficking offences, and 
were sentenced  to six years each.

Source: United Kingdom
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• Human trafficking for the purpose of the removal of organs 
renders significant harm to the victim, for potentially little 
reward, if any. This crime, significant in its impact to the victim, 
represents the vast minority of human trafficking cases.

• This is exemplified in that this study received no viable case 
studies of HTRO, but did receive a few cases of organ 
trafficking, which is outside of the scope of this report.

• While this study did not receive any viable cases on HTRO, 
UNODC’s Assessment Toolkit for the Trafficking in Persons for 
Organ Removal provides detailed information on the offence 
which leads to two potential opportunities to detect the offence 
via financial flows: 1) financing the infrastructure required to 
effect the offence, and 2) payment to the various individuals 
required to effect the offence.
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• Unlike HTSE and HTFL, there is a much shorter period of caring 
for a victim to profit off their exploitation for HTRO, which takes 
away one opportunity to detect the crime via its associated 
financial flows. However, HTRO does require more significant 
infrastructure in comparison to the other classifications, such as 
medical facilities and equipment. There may be an ability to 
detect the HTRO offence through the procurement of medical 
equipment outside of the context of an official medical care 
facility.
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• The HTRO offence also provides the perpetrators with a more 
significant one time financial gain than HTSE and HTFL. The 
UNODC report provides case studies which indicate that, for 
example, kidney procedures can cost as high as USD 100 000 –
USD 200 000 on the black market. This significant inflow 
provides the second opportunity to detect HTRO. The payment 
itself may be provided to one individual coordinating the HTRO, 
or to a network of individuals each contributing to conducting 
the offence, in the form of a payment that is not in line with 
what would be reasonably expected of their employment.
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• Money laundering risk from proceeds of human 
trafficking not adequately detailed in risk assessments 
and understood: Human trafficking, in many respects, 
remains a ‘hidden crime’. From victims that do not understand 
that they are victims, victims who are not incentivised to 
declare the nature of the crime that they have been the victim 
of, difficulty in detecting forced labour exploitation, national 
authorities focusing largely on international human trafficking 
and human trafficking being hidden within other crimes such as 
prostitution (in  some countries) or illegal immigration. In 
addition, there are incremental challenges when it comes to 
understanding the money laundering risk related to human 
trafficking. For example, assets acquired in HTFL are difficult to 
identify, and a significant amount of the proceeds are in cash.
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• Detecting, reporting and analysing suspicious transaction 
reports: Members of the private sector have reported issues in 
effectively detecting transactions where there is a suspicion that 
the proceeds from human trafficking are being laundered or 
contribute to the financing of terrorist activity. Specifically, the 
private sector has indicated that national authorities have 
provided some information on the national threat environment 
with respect to human trafficking. However, the information is 
not complete and does not allow the private sector to best 
identify such transactions. In addition, reporting entities have 
indicated that they require more precise indicators of money 
laundering/terrorist financing, which are responsive to the 
national threat environment of human trafficking. These issues 
may  result  in  part  from the lack of consideration or weight 
given to human trafficking in national risk assessment exercises, 
or inadequate communication of the risk.
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• As a result of the reporting entities’ difficulties in identifying 
transactions where there is a suspicion that the proceeds from 
human trafficking are being laundered or contribute to the 
financing of terrorist activities, financial intelligence units have 
reported difficulty in appropriately prioritising suspicious 
transaction reports related to human trafficking. In many 
respects, reporting entities are not equipped with sufficiently 
granular information to appropriately identify these 
transactions, or differentiate such transactions from other 
reported suspicious transactions. In turn, the FIU is not able to 
attribute the suspicious  transaction report to suspected 
laundering of the proceeds of human trafficking and forward 
these transactions to the appropriate authority.
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• Identifying proceeds in forced labour exploitation type 
human trafficking cases: Competent authorities indicated 
significant issues in identifying the proceeds of forced labour 
exploitation type human trafficking cases. By nature, these 
types of cases provide material benefit for the 
individuals/entities for whom the victims are forced to work, but 
also for the perpetrators who trafficked the victims, who may or 
may not be the same individual. In some instances, the material 
benefit can be readily identified as the direct output of an 
individual over time or when an entire entity’s business model is 
based around forced labour. In other instances, the individuals 
merely contributed to a gradual enrichment of individuals or 
entities over time. Such ‘balance sheet’ improvements are 
difficult to trace back to the specific predicate crime that have 
been committed. 
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• A Tanzanian woman scientist living in London trafficked a 21-
year-old woman from Tanzania to work as a slave in her home. 
The offender offered the victim 250 000 Tanzanian shillings 
(~£120 at the time) a month to work as her housekeeper. The 
offender’s family paid for the victim’s visa and arranged her 
flights from Tanzania to the UK. Once in the UK, the victim was 
taken to the offender’s two-bedroom flat. The offender and her 
three children all lived in one room and the second bedroom 
was rented out. The victim was made to share a bed with the 
offender’s 12-year-old son. The victim was forced to work for up 
to 19 hours a day cooking and cleaning, as well as looking after 
the three children. She was never paid for her work, but was 
given £20 on one occasion by the lodger. Her passport was 
taken from her and she was banned from contacting family or 
friends. 
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• She was regularly verbally, physically and psychologically 
abused. This exploitation lasted seven months. The victim was 
encouraged by a friend to report her exploitation to the police, 
leading to the offender’s arrest. The offender was sentenced and 
ordered to pay £3,000 in compensation to the victim.

• This case highlights the difficulty in determining the material 
benefit gained through  certain types of HTFL where  the  
proceeds are indirect, gradual enrichment, or enrichment of an 
individual’s lifestyle, but are not realised in a singular material 
good.

Source: United Kingdom
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• There are 24 case studies in Annex A of the report

• There are seven pages of Indicators of Laundering the Proceeds 
of Human Trafficking in Annex B of the report
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Banking Marijuana 
Businesses – Some 
Considerations



Hemp

• During your customer due diligence review you notice that your 
customer, Greenway Natural Skin Products, is selling lotion and 
edibles made of hemp.  Should you file a SAR? 

• Hemp is a variety of the Cannabis sativa plant species that is 
grown specifically for the industrial uses of its derived products. 
It is one of the fastest growing plants and was one of the first 
plants to be spun into usable fiber 10,000 years ago.

• A wide range of products, including fibers, textiles, paper, 
construction and insulation materials, cosmetic products, animal 
feed, food, and beverages all may use hemp. The plant is 
estimated to be used in more than 25,000 products. 
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Hemp

• Hemp plants are a sturdy, is easy to grow and can usually grow 
anywhere.  

• Marijuana plants are much more sensitive and require a 
temperature and light controlled environment to thrive.  

• The main difference between hemp and marijuana is in its 
chemical composition, specifically in tetrahydrocanabinol (THC). 
THC is the chemical responsible marijuana’s psychological 
effects.  An average batch of marijuana contains anywhere from 
5-20% THC content. Hemp, on the other hand, has a max THC 
level of 0.3%, essentially making it impossible to feel any 
psychoactive effect or get a “high”.
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Hemp

• In the 1970s, President Nixon declared a “War on Drugs” and 
signed into law the Controlled Substances Act of 1970. This law 
established a set of banned drugs and created the Drug 
Enforcement Administration (DEA). It also unintentionally 
outlawed one of the world’s oldest domesticated crop, hemp. 
This not only led to the demise of hemp, but also an increased 
misconception of the plant.

• In the Controlled Substances Act, marijuana was grouped with 
all types of cannabis and was made illegal to grow in the US.  
This, unfortunately, classified hemp as a drug even though it 
doesn’t include any of the chemicals that make marijuana a 
drug. 
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Hemp

• In 2013, Colorado legalized industrial hemp farming that 
allowed commercial cultivation of hemp in the state regardless 
of federal law. Farmers just had to pay for a state permit, 
provide their field’s GPS coordinates, and verify the crop’s low 
THC levels.

• Since then, many steps have taken proactive steps to start 
piloting and researching hemp production. To date, 33 states 
have introduced pro-hemp legislation and 20 have passed some 
sort of hemp bill.  

• Currently 15 states can legally grow and process hemp: WI, CA, 
CO, IN, KY, MA, MO, ND, OR, SC, TN, VT, VA, NC and WV 
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Hemp

• While the federal government continues to classify hemp as an 
illegal drug, it does allow hemp to be grown within the 
guidelines of state specific laws, but only for select purposes 
under registered persons.

• Overall, hemp farmers in all 15 states must be registered in 
order to produce hemp seeds, whether their state allows for the 
production of hemp for commercial industrial programs, or 
industrial research programs.
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Some sales statistics

Doing Drugs

The Friday File: During the first five days retail marijuana stores 
(there are just two) were open in Massachusetts, from 11/20 
through 11/24, customers bought $2.2 million of pot and pot 
products! The average amount spent per item, such as 1/8 of an 
ounce of cannabis flower, was $39.33. A special 17% state 
cannabis tax and 3% local cannabis tax means Massachusetts 
revenues are $376,995 higher; city revenues $66,528 higher.

Thank you to:

Elliot F. Eisenberg, Ph.D.

GraphsandLaughs, LLC

elliot@graphsandlaughs.net
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FinCEN Marijuana Banking Update

• https://www.fincen.gov/frequently-requested-foia-processed-
records
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FinCEN Marijuana Banking Update

• Depository Institutions (by type) Providing Banking Services to 
Marijuana Related Businesses
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FinCEN Marijuana Banking Update

• As of 30 September 2018, FinCEN has received a total of 
67,024 SARs using the key phrases associated with MRBs. 
Several of the SARs contain more than one key phrase, which 
accounts for the numbers for each key phrase being greater 
than the total. 

• FinCEN received 49,743 SARs from filers using the key phrase 
“Marijuana Limited.” 

• FinCEN received 4,974 SARS from filers using the key phrase 
“Marijuana Priority.” 

• FinCEN received 15,698 SARs from filers using the key phrase 
“Marijuana Termination.”  
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• The Marijuana Limited filing means the financial institution’s 
due diligence indicates that the MRB does not raise any of the 
red flags as defined in the Cole Memo and is compliant with the 
appropriate state’s regulations regarding marijuana businesses. 
The financial institution is providing banking services to the 
MRB. 

• The Marijuana Priority filing means the financial institution’s 
due diligence indicates that the MRB may raise one or more of 
the red flags as defined in the Cole Memo or may not be fully 
compliant with the appropriate state’s regulations regarding 
MRBs. The financial institution is providing banking services to 
the MRB while further investigation is being conducted. 
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• The Marijuana Termination filing means the financial 
institution’s due diligence indicates that the MRB raises one or 
more of the red flags as defined in the Cole Memo, or is not fully 
compliant with the appropriate state’s regulations regarding 
MRBs, or has decided not to have marijuana related customers 
for business reasons, and the financial institution has decided to 
terminate its relationship with the MRB. 
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FinCEN Marijuana Banking Update

• Monthly Totals for Marijuana Guidance SARs by Key Phrase 
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Marijuana businesses and bankruptcy

• Why Marijuana Assets May Not Be Administered in Bankruptcy 
written by Clifford J. White III, Director, Executive Office for U.S. 
Trustees, Washington DC and John Sheahan, Trial Attorney, 
Executive Office for U.S. Trustees, Washington DC
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Marijuana businesses and bankruptcy

• “Marijuana continues to be regulated by Congress as a 
dangerous drug, and as the Supreme Court has recognized, the 
federal prohibition of marijuana takes precedence over state 
laws to the contrary. The primacy of federal law over state law 
is hardly a novel proposition and has been the rule since the 
ratification of the Constitution. Thus, whenever a marijuana 
business files for bankruptcy relief, a threshold question is 
whether the debtor can be granted relief consistent with the 
Bankruptcy Code and other federal law. If the answer to that 
question is no, the United States Trustee Program (USTP), in its 
role as the watchdog of the bankruptcy system, will move to 
dismiss."
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Marijuana businesses and bankruptcy

• “The USTP’s response to marijuana-related bankruptcy filings is 
guided by two straightforward and uncontroversial principles. 
First, the bankruptcy system may not be used as an instrument 
in the ongoing commission of a crime and reorganization plans 
that permit or require continued illegal activity may not be 
confirmed. Second, bankruptcy trustees and other estate 
fiduciaries should not be required to administer assets if doing 
so would cause them to violate federal criminal law.”
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Marijuana businesses and bankruptcy

• What about case … “where administration of the estate would 
not require the trustee to sell marijuana (but would require the 
trustee to administer other marijuana-derived property), or 
where the debtor is a “downstream” participant in a marijuana 
business, such as a lessor of a building used for a marijuana 
dispensary. “?
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Marijuana businesses and bankruptcy

• “[U]nder the CSA [Conrolled Substance Act], there is no 
distinction between the seller or the grower of marijuana and 
the supposedly more ‘downstream’ participants whom the 
article proposes to protect: all are in violation of federal criminal 
law. In particular, section 856 of the CSA specifically prohibits 
knowingly renting, managing, or using property “for the 
purpose of manufacturing, distributing, or using any controlled 
substance;” section 863 of the CSA makes it a crime to sell or 
offer for sale any drug paraphernalia – which is defined to 
include, among other things, “equipment, product, or material 
of any kind which is primarily intended or designed for use” in 
manufacturing a controlled substance; and section 855 provides 
for a fine against a person “who derives profits or proceeds from 
an offense [of the CSA].””
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Marijuana businesses and bankruptcy

• “Thus, not only would a trustee who offers marijuana for sale 
violate the law but so, too, would a trustee who liquidated the 
fertilizer or equipment used to grow marijuana, who collected 
rent from a marijuana business tenant, or who sought to collect 
the profits of a marijuana investment.”
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Questions?




