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Letter from the Editor

While it boasts neither the glamor of FinTech nor 
the glitz of customer experience through some bank 
branch-coffeehouse hybrid, compliance remains a 
necessity that financial services organizations must 
keep front of mind as they move into a bold new 
banking era. And that could be a good thing, as many 
disrupting FinTechs haven’t a clue how Compliance 
101 works—proof positive that FinTechs need banks as 
much as banks need today’s FinTechs.    

That said, negotiating compliance challenges remains 
a complex, burdensome task with all the sublime 
smoothness of a military-grade obstacle course. Even 
if banks strive to do the right thing time after time, any 
search for simplicity remains a non-starter. Add to that 
the potential sea changes in regulation and governance 
that could stem from the nation’s capital, and you’ve got 
a recipe for confusion and anxiety. What to do? 

Karl Dahlgren, BAI’s managing director, Learning & 
Development, sorts through an alphabet soup of 
banking compliance—truly from A to Regulation Z—to 
provide savvy decision-making guidance in “Facing 
compliance unknowns with get-ready know-how.” 
Dahlgren points out that the key lies not in predicting 
which regulatory moves the current administration will 
make, but thoughtful consideration of the spectrum 
of possible outcomes. To that end, Dahlgren quotes 
Vincent Hui, senior director for Cornerstone Advisors: 
“Banks should plan for the worst, but hope for the best 
with the idea that they will be in an even better position 
once the shackles are off.”  

Arguably, calling compliance a freeway fraught with 
hairpin turns proves as literal as metaphorical. But the 
finish line lies in sight, and the map consists of a smart, 
strategic framework. So, argues LockPath’s director 
of product development, Sam Abadir, in “Winner by a 
mile: Straighten the regulatory curves of governance, 
risk and compliance.” For Abadir, there is but one road 
home: “a more data-driven, automated and centralized 
best-practice approach to GRC. Put to best use, this 
strategy can help financial institutions steer through the 
current transition period of regulatory uncertainty with 
more finesse and control.” 

BAI contributor Katie Kuehner-Hebert takes a 
compelling look at the challenges issues banks face  
on the overdraft front in “For banks, overdraft 
expectations could exceed the limit.” The issues run  
the gamut from outside lawsuits from beyond the 
regulatory realm to the accuracy of overdraft protection 
marketing disclosures. With the latter, it’s a matter 
of regulator alarm. “This becomes an issue if banks 
erroneously lead people to believe that all of their 
overdrafts would be paid—when, in fact, banks have 
discretionary approval,” she writes. 

And no compliance report would be complete without 
an exhaustive examination of promising technology. 
Robert S. England reports on the latest with his piece, 
“In the money laundering fight, what comes out in 
the wash? Artificial intelligence.” With this glimpse of 
better things, England cites no less an authority than 
Gene Ludwig, a former Comptroller of the Currency. 

Of compliance curves, 
steady nerves and  
sound planning

As Ludwig notes, modern tech such as a tricked-out 
version of IBM’s Watson geared towards anti-money 
laundering “is just entering the marketplace right  
this minute.” 

Granted, critical matters of compliance will always be 
with us, no matter how much regulation rollback we 
see, or how much relief that new technology promises 
to provide. To believe otherwise and bet on that 
ignores the realities of living and banking in a world 
that’s radically changed—even from just a generation 
ago. Staying on top of compliance developments may 
not provide a magic bullet to make things easier. But if 
compliance can be likened to a road test of continuous 
curves, then there’s that curve of a different color—the 
one we work ceaselessly to stay ahead of.  

And we all know the benefits that staying ahead of the 
curve can bring.

A veteran journalist who has served with the Chicago Tribune, 
Reuters Money and U.S. News & World Report, Lou Carlozo is 
the managing editor of BAI. Connect with him on LinkedIn.

Louis R. Carlozo 
Managing Editor, BAI 
lcarlozo@bai.org
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A new administration has promised to strip back financial industry 
regulations. But meanwhile, banks must prepare rather than predict.

Ask any banker who’s been a Boy Scout and they’ll tell 
you that “Be prepared” is great advice for corporate 
organizations as well as life itself. But how do financial 
institutions prepare when the future is unclear? 

The banking compliance world stands on the verge of 
what could be huge, unprecedented change. With a 
new president at the helm and a Republican-controlled 
Congress, the Trump administration is expected to 
make significant alterations to the Dodd-Frank Act and 
other industry regulations. However, in the absence of 
any definitive information, banks big and small must 
properly ready themselves for new regulations set to 

go into effect, as well as stay compliant with existing 
regulations that soon could be drastically altered.  

“It’s overwhelming both in terms of the amount and 
the rate of change happening now in compliance,” says 
Tim Tedrick, partner in Wipfli’s financial institutions 
practice. Case in point: Each quarter, Tedrick assembles 
an update for BAI on compliance changes and 
enforcement actions. Before the 2008 financial crisis, 
these reports ran a few pages. But in the years since, 
the “snowball effect of regulation” has these quarterly 
reports approaching 200 pages, Tedrick notes.  

Indeed, one of the administration’s first acts was to 
initiate a review of Dodd-Frank, signaling an intention 
to scale back, if not dismantle, the weighty banking 
regulation. For example, a new uniform loan-volume 
threshold within the Home Mortgage Disclosure Act 
(HMDA) rule is set to go into effect Jan. 1, 2018. But 
many industry insiders believe it could get hung up 
should existing regulations change.  

Also, many of the country’s top regulators may soon 
be replaced. Among them, and their expiring terms: 
Comptroller of the Currency Thomas Curry (March); 
FDIC chairman Martin Gruenberg (November);  
Federal Reserve chair Janet Yellen (February 2018);  
and Consumer Financial Protection Bureau director 
Richard Cordray (July 2018).  

“The level of uncertainty is higher than we’ve ever  
seen it,” says Vincent Hui, senior director for 
Cornerstone Advisors. “When people plant their 
business plans, they want a higher level of certainty.  
Not knowing what will happen creates a lot more 
strategic as well as compliance risk.” 

Facing compliance 
unknowns with  
get-ready know-how By Karl Dahlgren
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Facing compliance unknowns with get-ready know-how

Hui agrees that there is “absolutely optimism” among 
bankers, who generally expect greater deregulation.  
But he adds that aside from not knowing how to 
adequately prepare for regulatory changes—which  
may or may not be modified rapidly—concern also 
exists regarding restraint and appropriate compliance  
to prevent another event such as the collapse of  
Lehman Brothers. A repeat could open the door to 
another flood of regulation.  

Also, Hui points out that the Trump administration 
is fighting tough battles on many fronts, including 
changes to healthcare, immigration policies, income  
tax codes and deregulating other industries such as 
energy and pharmaceuticals—so banking deregulation 
might be delayed.  

“There is optimism,” Hui counters, “but if I’m a bank  
CEO, I’m not holding my breath.”  

And as Tedrick says, “Many of the administration’s 
promised plans have been more challenging to 
implement than planned. As President Trump said 
on Feb. 27, “Nobody knew health care could be so 
complicated.” Banking deregulation may well follow suit.  

While “something of a pessimist,” Tedrick believes 
incremental changes will come to the most stringent 
and burdensome banking regulations, such as those in 
Dodd-Frank. Yet whether that will reduce compliance 
costs for banks remains to be seen.  

He points out that even if TILA-RESPA Integrated 
Disclosure (TRID) (part of “Know Before You Owe” 
mortgage rules) are rolled back, bankers will still be 
expected to follow previous compliance of the CFPB’s 
consumer credit Regulation Z—for which they may 

need to retrain employees, or purchase new software or 
modules for their systems. “Rather than trying to repeal 
existing regulations, unless they are extraordinarily 
expensive,” Tedrick suggests, “it might be better to 
create a prohibition against new regulations.” 

He adds that for community banks with fewer resources 
and smaller budgets than larger counterparts, “the pain 
of change exceeds the expense of continuing,” even 
when regulations are reduced or reverted. “The added 
cost of unlearning will be challenging as well.” 

While banks may be tempted to get a jump on 
implementing changes based on revisions to HMDA 
Regulation C and other measures, they may be better 
served to take a “wait and see” approach to staffing up 
and adding new technology—even if it costs them a bit 
more in the long run, Hui suggests.  

Smaller financial institutions should consider more 
actively working with vendors, on which they more 
heavily rely, to ensure that when compliance changes 
do take effect, service providers are prepped. “I’ve heard 
horror stories about vendors who were not ready in 
time,” Hui says. “Banks need to hold their feet to the fire.”  

Ultimately, Hui encourages bankers to use this 
uncertain time to think “more strategically” about 
compliance preparedness—to review and optimize  
their current processes, with loan origination and 
account opening.  

Says Hui: “Banks should plan for the worst, but hope for 
the best with the idea that they will be in an even better 
position once the shackles are off.”

Karl Dahlgren is managing director, Learning & Development, 
at BAI. He can be reached at kdahlgren@bai.org.
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When it comes to financial services regulations,  
the road ahead is anything but straight and clear.  

Even as the federal government and a new 
administration try to settle on a roadmap, business  
and industry continue apace. But the inability to see 
around the next bend has many compliance and  
infosec teams white-knuckling the wheel.  

These teams should take a tip from professional drivers: 
Learn how to approach the turns to keep your car 
planted and your passengers seated. Straightening the 

When the compliance path 
presents hairpin turns, the  
right strategy helps financial 
organizations avoid hair- 
raising scenes. 

By Sam Abadir 

curve improves visibility and mitigates centrifugal force, 
so the tires keep a grip and the ride stays smooth.  

In the same way, financial institutions can stay on 
course with a more data-driven, automated and 
centralized best-practice approach to governance,  
risk and compliance (GRC). Put to best use, this 
strategy can help financial institutions steer through  
the current transition period of regulatory uncertainty 
with more finesse and control.

Speed bumps: Potential regulation 
coming from all sides

Even though the new administration has promised 
significant rollbacks on regulations across the  
board—including Dodd-Frank—financial  
institutions still face a daunting amount of change 
coupled with a lack of clarity. As cyber threats  
against critical infrastructure and consumer privacy 
intensify, institutions that support commerce and 
industry have come under scrutiny. 

Many international, federal and state agencies are 
focused on securing the ecosystem of financial services 
in an attempt to protect consumers. If Congress 
legislates deregulation, states may step in to fill the void, 
which would keep the compliance burden at the current 
level—or even increase it for financial institutions 
operating across state lines.  

New York State already leads the way. The New York 
Department of Financial Services’ new cybersecurity 
regulation went into effect on March 1. Meanwhile, 
the same is true in Europe. Effective in May 2018, the 
European Union’s sweeping General Data Protection 
Regulation (GDPR) will apply to any entity that gathers 
or uses the data of EU subjects.  

Winner by a mile: 

Straighten the regulatory  
curves of governance, risk  
and compliance

What’s more, GDPR fines for noncompliance are 
sizable: 4 percent of global revenue or €20 million 
(currently $21.3 million USD), whichever is greater. All 
organizations that target EU consumers—including 
those that control and process those consumers’ data—
come under the GDPR’s purview, regardless of location.  

Here’s where things get even more complicated. Section 
14 of President Trump’s executive order “Enhancing 
Public Safety in the Interior of the United States” affects 
the application of the Privacy Shield; many companies 
rely on those provisions to ensure they comply with 
EU requirements, and now need to monitor related 
developments more closely.  

Finally, cyber risk management standards proposed 
jointly by the Federal Reserve, FDIC and OCC are 
in development. The fate of these standards, first 
proposed in October 2016, now seems uncertain. But 
financial institutions should monitor progress on this 
front and consult the proposed framework for direction 
as they mature their cyber risk governance, incident 
response and cyber resilience programs. 

Your GRC GPS: Optimize GRC  
processes to navigate change

To comply with new cybersecurity and data privacy 
regulations, thousands of moving parts must be 
managed: It simply can’t be done with spreadsheets and 
emails. What’s more, the traditional silo-based approach 
to compliance, risk and IT security leaves too many 
gaps and blind spots. Outdated methodologies also 
waste resources on duplicative efforts.  

The best way to straighten the compliance curve— 
and get ready for new regulations, supervising  
entities or even deregulation—is to integrate your  
cybersecurity and GRC efforts into a common  
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Sam Abadir is director of product development at LockPath, 
which specializes in software for governance, risk and 
compliance (GRC). Harland Clarke has aligned with LockPath 
to make an intuitive, flexible and scalable GRC solution for 
financial institutions. 

Winner by a mile: Straighten the regulatory curves of governance, risk and compliance

and strategic framework. Recognizing the 
interconnectedness of operational risk, regulatory 
requirements and cyber threats is essential to  
optimize compliance and risk programs.  

Compliance officers should work towards instilling best 
practices and critical processes into a more technical 
and automated environment throughout the enterprise. 
Financial institutions need a map to an all-around 
compliant state from which they can continuously 
monitor and optimize for change and disruption. The 
ideal state is organized to the point that the only action 
required to fulfill most new regulatory requirements 
is to produce requested reports from data and 
documentation already at hand. 

Some regulatory requirements will demand a hard turn 
of the wheel or even sudden braking—and when that 
happens, the program and toolset need to be nimble 
enough to grip the road safely and quickly.  

The roadmap should include proven best  
practices such as: 

•  Identifying and obtaining support of the  
proper leadership 

•  Understanding the appropriate management  
of all risk types, including vendor, IT, operational  
and audit risks 

•  Performing gap analysis between the current  
and future states of security and compliance 

•  Systematizing risk management and risk 
management awareness 

•  Systematizing compliance management  
and compliance awareness  

Developing individualized risk reporting plans for all 
three lines of risk management defense: front-line 
employees, compliance and risk management, and  
audit management

Navigation recommendation:  
C-level oversight required

When it comes to best practices, C-level oversight of 
cybersecurity and risk management is nothing new. 
However, an increasing number of regulations—such 
as those from GDPR and New York’s DFS—now call for 
executive support. Obtaining C-level support has moved 
beyond a best practice to a compliance requirement.  

Many organizations are ahead of the game but some 
are scrambling to comply. The time has come for 
leadership that ensures adherence to cybersecurity 
and risk management best practices: not only the 
compliance team, but also every employee in  
the organization. 

Now, consider the complexity of financial institutions’ 
business operations, the scope of their compliance 
burden and the intensity of cyber threats they face. 
Managing these programs with spreadsheets, manual 
methods and rigid first-generation GRC solutions 
creates more risk.

Putting it all together:  
Glide in your ride

Best-practice organizations moved from this  
approach long ago by using toolsets that help them 
manage the patchwork of tasks required for effective 
risk management; GRC tools are the most common  
of these toolsets. They identify risks and incidents,  
build reports, assign tasks, monitor activities and  
resolve issues. 

Instead of wearing themselves out reacting to 
regulatory whiplash, and running out of gas as a result, 
these organizations enjoy a clear view of the road 
ahead—and make good time to their destination.

It’s time to replace paper and spreadsheets with a proactive GRC solution.

Managing governance, risk and compliance (GRC) is a headache for most financial 
institutions. Regulations are constantly changing, and new requirements are always  
on the horizon. Paper and spreadsheets can’t keep up. 

Now there’s a better way. Harland Clarke’s GRC solution, powered by LockPath®, 
is a flexible, scalable software solution designed to help you manage compliance 
challenges and relieve the pain caused by using outdated GRC management methods.

harlandclarke.com/GRC

Compliance 
Headaches?

1.800.351.3843    
contactHC@harlandclarke.com     
harlandclarke.com/GRC 

 © 2017 Harland Clarke Corp.  

Our GRC solution addresses key areas of compliance and risk management: 
      Compliance & Policy Management     Operational Risk Management
                                  Audit Management     Third Party Risk Management
                                IT Risk Management     Business Continuity Management  
                                                                            Planning

Get ahead of your compliance challenges with Harland Clarke

Research • Analytics • Direct Mail • Email • Contact Center
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When the Consumer Financial Protection Bureau 
(CFPB) sued TCF National Bank in January, it 
charged that the Wayzata, Minn.-based bank was 
“tricking consumers into costly overdraft services.” 

According to the CFPB suit, the alleged “trick” 
involved an application process designed to obscure 
overdraft fees and make them seem mandatory 
for new customers opening an account. In fact, 
banks cannot charge overdraft fees on one-time 
debit purchases and ATM withdrawals without a 
consumer’s consent.  

And while the prevailing winds in Washington D.C. 
point to regulatory rollbacks for the banking industry, 
banks should be aware that claims in lawsuits filed  
by parties other than regulators continue to evolve, 
says Kurt Stertz, senior attorney at Wolters Kluwer  
in St. Cloud, Minn.  

“Whereas before there was litigation about banks 
paying transactions with higher amounts first—which 
led to more overdrafts—there is now a fair amount of 
litigation that addresses deposit authorization holds 
and how they affect overdrafts,” Stertz says. 

No matter what D.C. does one way or the other, 
outside groups will continue to raise the issue. In 
December, the Pew Charitable Trusts released a 
report whose title may raise alarm bells: “Consumers 
Need Protection from Excessive Overdraft Costs.”  

The exhaustive report cited statistic after statistic, 
including one from the CFPB: “Less than one-fifth 
of account holders—those who incur three or more 
overdraft fees per year—pay more than 90 percent  

By Katie Kuehner-Hebert

For banks, overdraft  
expectations could  
exceed the limit
Overdraft protection policies equal regulatory scrutiny. And  
even in a bank-friendly political climate, the issue isn’t going away. 

of all overdraft fees triggered by debit cards, checks 
and ACH electronic transactions.”  

That one-fifth, the Pew report notes, “generally 
have incomes below the U.S. average, and overdraft 
fees consumed nearly a full week’s worth of their 
household incomes on average during the past year.”  

For now, provisions in the opt-in requirements for 
overdraft programs that involve ATMs and debit 
cards highlight growing industry awareness of the 
issue. If customers commit frequent overdrafts, banks 
must now notify them that financial counseling is 
available to help with money management, says  
Kevin Kane, founder and president of Financial 
Regulatory Consulting Inc. in New York City. 

“The regulation has actually moved in the direction 
of protecting customers from themselves,” Kane says. 
“Now at least with ATMs and debit cards, a customer 
has to opt-in for the service. Second, a bank is now 
required to offer financial counseling if a customer 
has too many overdrafts.” 

“The regulation has actually 
moved in the direction of 
protecting customers from 
themselves. Now at least with 
ATMs and debit cards, a  
customer has to opt-in for 
the service. Second, a bank is 
now required to offer financial 
counseling if a customer has  
too many overdrafts.”
Kevin Kane, founder and president of  
Financial Regulatory Consulting Inc.
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Meanwhile, other issues continue to impact the 
regulatory landscape as it pertains to overdrafts.  

For starters, regulators worry about the accuracy  
of overdraft protection marketing disclosures.  
In particular, this becomes an issue if banks 
erroneously lead people to believe that all their 
overdrafts would be paid—when, in fact, banks  
have discretionary approval.  

This ranks among many ongoing concerns for 
regulators as outlined more than a decade ago in 
2005 interagency guidance, which also cautions  
that overdraft programs aren’t marketed as 
short-term credit. Another hot topic involves the 
continuous fees customers rack up if they stay 
overdrawn for a certain number of days.  

“They’re particularly concerned if customers aren’t 
able to make an additional deposit to correct the 
overdraft before being charged again,” says  
Linda A. Albrecht, a principal at Eide Bailly LLP 
accounting firm in Mankato, Minn. “It’s very important 
how banks communicate their policies to customers: 
how they calculate continuous overdraft fees and 
when they actually assess them.” 

That issue is top of mind for the Federal Deposit 
Insurance Corp., says Tim Tedrick,  a partner at  
CPA and consulting firm, Wipfli. In 2014, the  
Kansas City FDIC office posted concerns via the 
internet about continuous overdraft policies; last 
year the Chicago FDIC office began to scrutinize the 
practice during field exams. 

“Examiners are telling banks to either stop the 
practice or disclose it properly, and they’re doing 
this under Section 5 UDAP—Unfair, Deceptive and 
Abusive Practices—[as defined by] the Federal Trade 

Commission,” Tedrick says. “The disclosures must 
be explicitly clear about exactly when the overdraft 
charge will be imposed at the end of X days—and 
whether those are business or calendar days.” 

He adds that there’s an “explicit expectation” to go 
beyond the general Truth in Savings Regulation DD 
description of which items could incur overdraft fees. 
To that end, the FDIC expects banks to explain in 
their “uniform disclosures” that continuous overdraft 
fees will be imposed if overdrafts occur due to service 
charges or non-sufficient funds fees. 

The CFPB also wants banks to offer no-fee accounts, 
or accounts that don’t allow overdrafts, Albrecht 
says. But that can prove difficult when a customer’s 
account is accessed online, or their debit card used 
back-to-back.  

Here, it’s all in the timing: If an account balance 
doesn’t get updated in real time because merchants 
wait to process transactions (a common practice on 

A BAI Banking Strategies contributor, Katie Kuehner-Hebert 
has more than two decades experience writing about retail and 
commercial banking products and services; payments systems: 
mergers and acquisitions; and security/fraud issues. She is 
based in Running Spring, Calif.

For banks, overdraft expectations could exceed the limit
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weekends) it can drive the customer’s account balance 
into the red. “So, would banks not be able to charge an 
overdraft fee for that?” she asks.  

Much could hinge on regulatory easing expected  
in the months ahead, as well as the relaxed 
enforcement of current regulations. Until then,  
the CFPB is initiating a consumer testing process 
related to the opt-in requirement for overdraft plans 
that involve ATMs and debit cards, Stertz says. 

“Among other things, I expect the CFPB is researching 
the degree to which the existing model for opt-
in disclosure is effective, and which consumers 
understand what that disclosure means,” he says. 

“Examiners are telling  
banks to either stop the 
practice or disclose it  
properly, and they’re doing 
this under Section 5 UDAP—
Unfair, Deceptive and  
Abusive Practices–[as  
defined by] the Federal  
Trade Commission.”
Tim Tedrick, partner at Wipfli

The FDIC “strongly suggests” banks create a daily limit 
on overdraft charges. Its guidance doesn’t give any limit. 

But as Albrecht puts it, another agency known by four 
letters could enter the picture: “I could see the CFPB 
creating some sort of limit on charging on a daily basis.” 

https://www.bai.org/banking-strategies?utm_source=0117-ER&utm_medium=referral&utm_campaign=ER-share-0117
https://www.facebook.com/sharer/sharer.php?u=https%3A//info.bai.org/Executive-Report-Navigating-Compliance-Curve.html
https://twitter.com/home?status=BAI%20Executive%20Report%3A%20Navigating%20the%20compliance%20curve%20https%3A//tinyurl.com/lpnp5by
https://www.linkedin.com/shareArticle?mini=true&url=https%3A//info.bai.org/Executive-Report-Navigating-Compliance-Curve.html&title=BAI%20Executive%20Report%3A%20Navigating%20the%20compliance%20curve&summary=&source
https://www.linkedin.com/in/linda-albrecht-a17b1a20/
http://www.eidebailly.com
https://www.fdic.gov
https://www.fdic.gov
http://www.wipfli.com/about-wipfli/partners-and-associates/tedrick-tim
https://www.federalreserve.gov/boarddocs/supmanual/cch/ftca.pdf
https://www.federalreserve.gov/boarddocs/supmanual/cch/tis.pdf


BAI Banking Strategies

Executive Report

BankingStrategies.com

16 17

It’s an eternal worry for banks: how best to detect and 
report money laundering. And the problem grows bigger 
and costlier by the day. Such transactions represent 2 
to 5 percent of global GDP—or roughly $1 trillion to $2 
trillion a year, according to a PriceWaterhouseCoopers 
global survey of banks in 2015 and 2016. 

And to be sure, the burdensome endeavor to comply 
with anti-money laundering (AML) regulations 
finds banks fighting a battle on two fronts: to satisfy 
regulators and head off financial consequences 
(including big fines) before they occur. But financial 
services organizations now have a powerful new 
weapon at their disposal: artificial intelligence, or AI. 

In the money  
laundering fight, what comes out  
in the wash? Artificial intelligence 
While the battle against money laundering may seem perpetual, 
banks have advanced technology as a new weapon to fight it.

For some time, regulators have pressured institutions 
to employ more sophisticated technology to help battle 
money laundering, according to Julie Conroy, research 
director at Aite Group, a research and consulting 
organization based in Boston. Banks, for their own part, 
are driven to embrace new technology by a desire to 
ease the unrelenting cost pressures of compliance.  

While a long overdue development, good reasons exist 
for the tech delays. “AML has always been, quite frankly, 
behind their anti-fraud counterparts in analytics,” she 
explains. This is due to the heavy emphasis regulators 
place on model risk management, especially in the U.S., 
Conroy points out.  

But the tools are on their way. Since November 2016, 
IBM Corp. has applied the cognitive technology it 
developed with Watson to the task of complying with 
complex financial regulations. That’s when the company 
acquired the Promontory Financial Group a financial 
regulatory advisory company in Washington D.C. “So, 
this modern technology is just entering the marketplace 
right this minute,” says Gene Ludwig, founder and chief 
executive officer of Promontory and former Comptroller 
of the Currency.  

Watson is already proving the benefits of applying 
cognitive learning to AML compliance, according to 
Ludwig. It has some key advantages. First, he says, 
the tool is highly precise and can detect patterns that 
expert human monitors might occasionally miss.  

“It just gets better and better,” says Ludwig.  

Because the cognitive learning tool has so much 
computing power, it is faster and its cost savings are 
commensurately larger, according to Ludwig. The 
imperative, meanwhile, has never been greater. 

The Clearing House in New York issued a report 
in February that calls for a new and more effective 
regulatory and enforcement paradigm for anti-money 
laundering—and for countering the financing of 
terrorism. The current state of affairs represents 
“a significant misallocation of resources away from 
activities that would be the most productive,” says  
Greg Baer, president of The Clearing House. 

The report also notes that the AML compliance burden 
leads banks to de-risk by shying from customers who 
might pose more of an AML or terrorist-funding risk. 
In the process, they push more accounts and activity 
out of the best-regulated banks, and off to institutions 
where they will no longer be properly monitored.  

De-risking is driven in part by a fear of heavy fines.  
One problem is that “the burden of proof is really 
inverted in that you need to demonstrate to the 
regulators that there’s nothing wrong with this  
particular account or client you’re bringing into the 
bank,” says Don Andrews, partner and co-leader in 
compliance and risk management at the corporate 
group at Venable LLP in New York. 

“Banks can lose a ton of money in fines and penalties 
if they are caught in situation where they allowed 
transactions to go through that had not be executed 
with the correct amount of due diligence,” says  
James McGovern, partner at Hogan Lovells in  
New York. McGovern is also a former chief of the 
Criminal Division of the U.S. Attorney’s Office,  
Eastern District of New York, and deputy chief of the  
Business and Securities Fraud Sector. 

In 2015, for example, more than 28 percent of 
enforcement actions issued by banking agencies 
against financial institutions were for AML and Bank 

By Robert S. England
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In the money laundering fight, what comes out in the wash? Artificial intelligence 

Robert Stowe England is a financial journalist who writes about 
retail and investment banking, financial markets and investing 
strategies. He is the author of five books, including “Black Box 
Casino: How Wall Street’s Risky Shadow Banking Crashed 
Global Finance.”
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Secrecy Act compliance, according to an analysis by 
Sullivan and Cromwell in New York. 

And that’s not the only area where banks feel a  
bottom-line effect. To deal with the ever-rising costs  
of complying with AML regulations, banks by necessity 
must work diligently to improve the effectiveness of 
their crime-fighting efforts. 

Finding new ways to contain costs has not been easy. 
Fighting money laundering crime is a big and growing 
part of the banking business—and those costs are 
expected to mount at a cumulative rate of 2 percent 
a year. Projected through 2020, the jump could hit 10 
percent overall: from $4.1 billion in 2015 to $4.5 billion, 
according to GlobalData plc, a data and insights solution 
provider based in London. 

It’s also a labor-intensive enterprise and requires 
sophisticated monitoring capabilities. When banks  
spot potential money laundering or fraud, they must file 
Suspicious Activity Reports and Currency Transaction 
Reports with Financial Crimes Enforcement Network 
(FinCEN), a bureau of the U.S. Treasury Department.  

For a bank to perform its proper due diligence, it needs 
to “do deep dives” to get more information to build more 
support of any decision to accept the client. This extra 
effort can be very costly, Andrews says. Meanwhile, 
a form of strict liability exists for the bank, in terms 
of fines from regulators, for failing to screen properly 
should something go wrong later. 

But AI can alleviate some of those problems—and save 
money—by reducing the instances of false positives. 
That in turn reduces time wasted on bogus alerts and 
the number of mistaken Suspicious Activity Reports 
that a bank is required to file.  

In the end, this increases the accuracy of filed reports, 
Ludwig says. And spending less time on false positives 
creates a true positive for banks: “It makes it easier to 
spot the bad guys.”

Total IT Security Services Expenditure by Financial Institutions (US$ Million), 2015–2020 

2015 2016F 2017F 2018F 2019F 2020F CAGR 2016-20

Technology Spending $4,072 $4,094 $4,143 $4,223 $4,350 $4,502 2.0%

Source: GlobalData’s The Impact of Money Laundering on Customer Due Diligence

IT security services refer to risk management spending; it also includes spending on business continuity and managed security 
services. Security services include business continuity, risk management, and managed security services. Risk management is 
focused on preventing theft, fraud and faults through the deployment of technologies in a secure network. Business continuity 
management services ensure the continued availability of critical IT resources against potential loss or damage caused by 
disruptions, disasters or IT security breaches. Managed security services include the detection and prevention of threats at 
a client’s location by managing, monitoring and maintaining the network security of customer premises equipment, as well as 
the provision of cloud-based security services. Table excludes IT security-related consulting and systems integration services 
from this market.
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