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Compliance: Suffer in silence 
or make a difference 

Hard-working denizens of the banking world, I invite you to try this exercise (no push-
ups, I swear) that just came to me as I write this. I’ll play along as well.

Imagine that you have to live, work and play by the same kind of compliance constraints 
that financial institutions face every single minute of every single day. Getting into 
your car might require ten forms filled out in triplicate. A grocery store run? Impossible 
until a regulator inspects your bananas and buy-one-get-one free pork loin. Taking a 
shower? Make sure your Soap and Shampoo Usage Permit under the Sudsley-Lathers 
Act is up to date. Renting a beach house? Check with auditing to confirm an accurate 
sand grain count.

OK, OK, so it’s not really that bad. But I wouldn’t be surprised if some of you came away 
thinking, “Not far from the truth.” If so, take heart because there exists a bedrock truth, 
much harder to claim and capitalize upon: Compliance, properly leveraged, has benefits 
far beyond the hand workout you get from checking boxes.  

Transcending that check-the-box mentality is something BAI managing director Ed 
Marcheselli addresses in “Compliance training comes of age.” He writes: “BAI is starting 
to see a cultural shift where more organizations take advantage of compliance training’s 
benefits. ... Instead of throwing compliance concerns in the lap of the compliance officer, 
employees are trained to truly 'own' compliance and understand its day-to-day role."

From roles to rules, we see today’s laws that surround banking in the cannabis sector 
sparking hot conversation from C-suites to Capitol Hill. Finastra's Tammy Campbell and 
Joseph T. Lynyak III talk about the legal hurdles and challenges of providing marijua-
na-related business banking. 

When it comes to compliance and fraud fighting, banks need to literally hand off man-
ual processes. Fiserv's Renata Sheyner makes the case for using automation to reduce 
the risk of mistakes and misstatements, even as it strengthens internal controls.

Then we have those who would skirt the rules: What happens when bad actors infect 
the mortgage space? BAI contributor Howard Altman looks at the dangers in "Fraud on 
the home front: Spotting and stopping mortgage scams and schemes." 

DJ Haskins and Caroline Platkiewicz of SilverCloud reveal the three key elements that 
bolster compliance success—people, process and tech—as banks build a strong or-
ganizational network. And finally, Lauri Giesen cuts to the heart of data regulations as 
they limit bankers in serving customers, or else open their eyes to business beyond the 
knee-jerk cross sell.

It’s tempting to take you through another imaginary exercise, one that envisions a world 
without burdensome compliance. Tantalizing as that may sound, I submit instead that 
compliance viewed in a different light will help us behold its many positives: the way it 
protects consumers, knits employees together and—yes—delivers a competitive edge. 
If we put our energies into such positive thinking and acting, we will propel our industry 
forward as we grow customer relationships and make a mark for making a difference.

Is all this possible? Probable? Profitable? Just imagine.

LETTER FROM THE EDITOR

Lou Carlozo is the managing editor of BAI.
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More than ever, compliance strategies 
deserve a fresh look as mortgage 
professionals seek competitive 
advantage and improved productivity.

Compliance 
training 

comes of 
age

BY EDWARD MARCHESELLI
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Whether you view it as a necessity, or a necessary evil, 
there’s no getting around the fact that from all angles, 
compliance is expensive. Most estimates that account 
for the staffing, policy creation, process changes, 
technology and training costs put the annual expense 
for the financial services industry around $270 billion. 
And with staffing for compliance across the industry 
almost doubling within the past five years, compliance 
expenses continue to increase.

And yet, non-compliance costs even more. In January 
2017, Deutsche Bank was fined more than $200 million 
by British regulators for its role in a $10 billion Russian 
money-laundering scheme. That’s a steep fine, but not 
as much as the SEC levied against Citigroup in 2011 for 
defrauding investors: $285 million. 

The message in 2019 remains clear: Compliance is a 
must-do and compliance education a must-have. Yet 
since it’s often treated as a burden, many organiza-
tions handle it with a "check-the-box" mentality. 

Indeed, it’s rare to find leaders in the financial ser-
vices sector approach compliance with a smile. No 
wonder some mortgage professionals perceive com-
pliance training as a time-consuming process and thus 
focus on learning just enough to merely pass the 
course exams. 

But are mortgage professionals who merely jump 
through hoops equipped to handle real-world tests? 
Gambling on the answer puts the reputational and fi-
nancial costs of your organization at great risk. 

A SHIFT IN COMPLIANCE CULTURE

BAI is starting to see a cultural shift where more or-
ganizations take advantage of compliance training’s 
benefits. Since regulatory requirements impact every 
role in the organization differently, many mortgage 
companies are moving to a decentralized model. In-
stead of throwing compliance concerns in the lap of 
the compliance officer, employees are trained to truly 
"own" compliance and understand its day-to-day role.

Why is this crucial? Competitive advantages, for one. 
Taking on efficient, effective training that encourages 
teams to innovate together opens the door to estab-
lish higher trust levels within the organization—and 
with consumers because, at its core, compliance helps 
mortgage professionals succeed while it acts in the 
best interest of the customer.

Meanwhile, the industry continues to face an increase 
in threats, from identity theft to cybercrimes and more. 
According to a 2018 industry study by Accenture, the 
average number of security breaches per company 

more than tripled over a five-year period, from 40 in 
2012 to 125 in 2017.

Still it’s understandable that concerns over return on 
investment remain. Leaders need a clear understand-
ing of what the investment is expected to achieve. 
Mortgage professionals should ask themselves, "What 
are our compliance training goals, and what is the 
benefit of achieving those goals?"

RECOMMENDATIONS TO REV UP 
COMPLIANCE TRAINING

1) Identify your compliance goals. Do you want 
to significantly reduce training time in a responsi-
ble manner? Or handle customer complaints and 
employee mistakes efficiently? Define what your 
compliance priorities are for the organization so you 
can build a program that works toward those goals. 
Avoid focusing on the alphabet soup of specific,  

Are mortgage professionals who merely jump 
through hoops equipped to handle real-world tests? 
Gambling on the answer puts the reputational and 
financial costs of your organization at great risk. 
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your mission, employees exude confidence to make 
the right decisions, protect the organization, provide 
superior customer service and impact the bottom line 
with top-rate results. Market leaders that put these 
insights to use know this, and they’ll tell you: You don’t 
need any training program to grasp the benefits.

individual regulation changes in areas from AML 
to Regulation Z (and that also revolve around TRID, 
HMDA and BSA) as a one off. Look holistically at your 
compliance program and plan accordingly.

2) Examine the data you have. Much can be learned 
not just by asking the right questions but also gather-
ing data from the answers where possible. How long 
do employees spend on average taking compliance 
courses? Which areas of weakness exist and can be 
addressed? What do auditors say regarding your com-
pliance standing? Which process errors or crime can 
you prevent? By looking at and understanding the 
challenges, leaders can align the compliance goals 
with the findings. Quantifying the value of the findings 
reveals the monetary value connected to reducing 
problem areas.

3) Implement new training techniques. Here, role-
based courses prove especially valuable. Courses 
that zero in on the regulation elements employees will 
encounter daily in their specific roles reduces training 

time, increases productivity and minimizes risk. BAI 
has seen up to a 30 percent training time reduction 
at organizations that implement role-specific training 
into their compliance programs. By incorporating this 
approach in their compliance program, leaders will see 
a significant impact on their ROI.

4) Train and re-train. Your leadership team may 
struggle to strike the right balance between pro-
viding enough teachable training and requiring too 
much—which can cause information overload and 
lower retention. Make it your ultimate goal to max-
imize compliance training by seeking informative, 
engaging courseware for employees.

PARTING THOUGHTS: FROM FEAR 
TO CONFIDENCE

It’s true that no organization wants to assign too lit-
tle training; be non-compliant; put the organization at 
risk of mistakes; generate customer complaints; fail a 
compliance audit; receive regulator fines; or weather 

any bad publicity associated with these issues. But 
compliance is not something to fear or work around. 
Smart organizations can embrace and embed it into 
every area and in an ideal compliance world, leaders 
lead by example: They demonstrate that compliance 
is everyone’s responsibility. 

That sense of responsibility begins when mortgage 
professionals adopt the right tools and practices for 
training. And when that training is efficient, effective 
and connected to a higher purpose as it pertains to 

Edward Marcheselli is managing director at BAI.
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The cannabis 
conundrum: 
Frank talk about 
marijuana-related 
business banking

BY TAMMY CAMPBELL AND JOSEPH T. LYNYAK III

Banks simply can’t ignore legal 
issues surrounding marijuana-
related businesses, even as 
more states OK cannabis use.
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’’
The SAFE Banking 
Act provides 
protection for 
financial institutions 
servicing cannabis-
related businesses.

This new bill also adds protection from money laun-
dering and other laws to ancillary professionals such 
as real estate owners, accountants and other ven-
dors. Additionally, it adjusts the tribal language and 
definition of “cannabis-related legitimate business.” 
In an era of partisan rancor, the SAFE Banking Act 
remarkably enjoys bipartisan support, as well as 
general backing from banking and cannabis industry 
trade associations.

FINCEN: THREE KEY RELATIONSHIP PHASES

Most financial institutions should be familiar with 
guidance issued by the Financial Crimes Enforcement 
Network (FinCEN) on Feb. 14, 2014. Bank Secrecy Act 
(BSA) Expectations Regarding Marijuana-Related Busi-
nesses specifies three phases that describe a financial 
institution’s relationship to MRBs in Suspicious Activ-
ity Reports (SARs):

As a growing number of states legalize medical and/
or recreational marijuana use—Illinois becoming the 
latest, effective January 2020—financial institutions 
must acknowledge that they may (and likely do) pro-
vide banking services for marijuana-related businesses 
(MRBs), intentionally or not. 

With 40 states and the District of Columbia legalizing 
marijuana use to some degree, financial institutions 
must take steps towards policies and procedures that 
clearly outline their intentions. This article provides 
a high-level overview of current federal law and con-
siderations for creating a marijuana banking policy, 
regardless of the institution’s intent to allow or prohib-
it MRB accounts.

FEDERAL LEGAL LANDSCAPE: INTRIGUE GROWS

A memoranda trail led to the current state of federal 
law as it concerns enforcement related to the cultiva-
tion, distribution and sale of marijuana:

1. Ogden Memo (2009): The Department of Justice 
(DOJ) will not prioritize the prosecution of medical 
marijuana operators in “clear and unambiguous com-
pliance” with state laws.

2. First Cole Memo (2011): The Obama administra-
tion rescinds the Odgen Memo, allowing for cannabis 
shops in states where medical marijuana is legal.

3. Second Cole Memo (2013): Sets forth the following 
eight DOJ enforcement priorities to prevent:

» Distribution of marijuana to minors

» Marijuana sales revenue from going to   
 criminal enterprises, gangs, and cartels

» Diversion of marijuana from states have  
 legalized it in some form to other states

» State-authorized marijuana activity  
 from use as a cover or pretext to traffic  
 other illegal drugs or conduct other  
 illegal activity

» Violence and firearms use in marijuana  
 cultivation and distribution

» Drugged driving and exacerbation of  
 other adverse public health    
 consequences related to marijuana use

» Marijuana growth on public lands  
 and attendant public safety and  
 environmental dangers posed by such  
 marijuana production

» Marijuana possession or use on 
 federal property

4. Sessions Memo (2018): Rescinds the Second 
Cole Memo, and reinstates standard DOJ 
enforcement priorities.

For practical purposes, this sequence of DOJ actions 
has created very little impact. Each U.S. Attorney has 
prosecutorial discretion, which likely follows the eight 
enforcement priorities in the Second Cole Memo—de-
spite its official revision. This provides little comfort to 
most in today’s unsettled legal and political environ-
ment—but additional activity to follow at the federal 
level may allow some to breathe more easily.

CONGRESS: READY TO ACT?

Though legislation introduced in the Republican-con-
trolled Congress stalled, momentum may pick up in 
the Democratic-controlled House. Of note, the Secure 
and Fair Enforcement Banking Act (SAFE Banking 
Act) was introduced in the House on March 7, 2019. 
It provides safe harbor protections for depository 
institutions that provide financial services to canna-
bis-related legitimate businesses. 
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Marijuana limited: The MRB does not raise any red 
flags (as enumerated in the guidance) that would indi-
cate activity that implicates any enforcement priority 
in the second Cole Memo, and complies with the ap-
propriate state’s regulations for marijuana businesses. 
Due diligence requirements further dictate that an ini-
tial Marijuana Limited SAR requires periodic updates 
for ongoing cannabis-related activity.

Marijuana priority: The MRB raises one or more red 
flags or may not fully comply with state marijuana 
businesses regulations. Banking services may contin-
ue while authorities further investigate.

Marijuana termination: The MRB raises one or more 
red flags or fails to comply with appropriate state 
marijuana businesses regulations; or the financial in-
stitution turns away marijuana-related customers for 
business reasons; or the financial institution termi-
nates its relationship with the MRB.

Even if financial institutions decline banking services 
to MRBs, they must monitor transactions and cus-
tomers on an ongoing basis, and file updated SARs 
as appropriate.  

MARIJUANA BANKING: AMBIGUITY AND 
ENFORCEMENT 

Based on the status of federal law, the proper course 
for any financial institution will depend, in part, on the 
following five factors: 

» State marijuana laws

» The financial institution’s risk profile

» The board of directors’ opinion

» The institution’s relationship with  
 regulators 

» The ability of staff to understand and  
 implement appropriate policies and  
 procedures to monitor MRBs. 

As noted, even a decision to avoid marijuana banking 
requires a targeted BSA/anti-money laundering pro-
gram and a robust customer identification program 
(CIP) to ensure daily enforcement of that decision at 
the branch. 

Several considerations create further ambiguity. First, 
FinCEN guidance only targets marijuana-related ac-
tivity that directly “touches the plant”—meaning it 
doesn’t address persons and businesses that provide 
goods and services to marijuana entities, even if they 
are one or two steps removed from the business itself. 
Second, this creates policy difficulty for financial in-
stitutions that prohibit banking services to marijuana 
business owners and entities. 

You’ll want to coordinate with legal counsel to steer 
clear of banking policies that ignore these issues and 
lead to inadvertent violation of an institution’s own 
policy determinations. 

PUTTING IT ALL TOGETHER: JUST SAY ‘KNOW’

Ultimately, the consequences for not viewing MRBs 
in a clear, intentional and comprehensive manner are 
great—regardless of any decision to “just say no.” For 
all the excitement generated by this burgeoning sec-
tor, it remains all too easy to lose sight of the forest 
for the weed.

Tammy Campbell is principal compliance 
counsel at Finastra and Joseph T. Lynyak III 
is a partner at Dorsey & Whitney LLP. 
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Manual processes can no longer 
keep up with compliance and fraud 
fighting objectives. Here’s how 
automation makes a difference.

Of process and 
progress: How 

automated 
reconciliation 

manages 
internal controls

BY RENATA SHEYNER
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’’
Balancing the 
books every 
month with Excel 
spreadsheets is an 
almost impossible 
task.

cel spreadsheets an almost impossible task. The 
time-consuming manual process, with its real pos-
sibility of human error and lack of audit trail, simply 
cannot support internal controls.

To ensure an effective internal control structure, data 
integrity and visibility are essential. Manual reconcil-
iation processes provide zero visibility into how the 
balance sheet was derived. That means senior man-
agement or the audit committee—held personally 
responsible for any financial misstatements—must 
certify statements though they don’t necessarily see 
any underlying transactional detail or exception-han-
dling process.

Manipulation of data during manual processes could 
lead to such misstatements, intentional or not. Organi-
zations often write off unresolved exceptions because 
they cannot trace errors to the source. Sometimes 
reconcilers override or change a spreadsheet formula 
to manipulate numbers because they don’t balance. 
By contrast, the segregation of duties in automated 
reconciliation avoids this.

It’s a fact of banking life: Financial institutions must 
obey strict operating standards to prevent financial 
misstatements, mitigate fraud and safeguard against 
failure. How then to reduce the risk of such incidents? 
The beginnings date to the early 1900s, when finan-
cial institutions established simple internal controls as 
part of accounting practices. 

A century or so on, regulatory agencies require much 
stricter internal controls—the policies and procedures 
institutions establish to meet operating, reporting and 
compliance objectives. Growth has an impact, too; 
when a financial institution reaches $1 billion in assets, 
it hews to an even higher standard. Non-compliance 
means penalties and other administrative actions. 

So how do financial institutions meet internal control 
requirements while they accommodate growth and 
meet customer expectations for faster payments and 
more digital methods? 

The answer, you could say, is automatic.

HAND OFF YOUR MANUAL PROCESSES

Automation—specifically, automated reconciliation—
overcomes the lack of control manual processes lack. 
Here’s why: Regulations regarding internal controls re-
quire management teams and auditors to understand 
and document every aspect of the financial process. 
Automation assists greatly to help banks:

» assess material misstatement risks 

» identify where misstatements could arise  
 in a transaction flow

» evaluate controls for the period-end  
 financial reporting process

» obey laws, regulations and 
 internal policies

» provide timely, accurate reporting in  
 financial, operational and regulatory areas

» examine fraud risks

» safeguard assets

» analyze and report on internal control  
 effectiveness, including deficiencies  
 or weaknesses.

Specifically, the Federal Deposit Insurance Corp 
(FDIC) requires all financial institutions to create con-
trols, systems and programs appropriate for their size, 
as well as the nature, scope and risk of their activi-
ties. The Sarbanes-Oxley Act of 2002 requires publicly 
traded companies to establish, maintain, assess and 
report on internal controls and procedures for finan-
cial reporting. 

The FDIC’s Internal Routine and Controls manual 
states: “Recordkeeping systems should be designed 
to enable the tracing of any transaction as it passes 
through accounts.”

MORE TRANSACTIONS, MORE TO RECONCILE

Tracing each transaction, though, isn’t easy. As vol-
ume climbs, reconciliation becomes more complex. 
The growth in payment types and methods, for in-
stance, has led to a rise in transactions in recent years. 
Common reconciliations include but are not limited to: 

» ledger to sub-ledger accounts

» federal Reserve accounts 

» cash

» securities 

» suspense accounts

» debit/credit cards 

» the ever-evolving person-to-person  
 (P2P) payments sphere.

Banks must track and reconcile all of this—and that 
makes balancing the books every month with Ex-
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End-to-end enterprise reconciliation and certification 
solutions can play an integral part of an internal con-
trol framework. The resulting account reconciliation 
picture provides complete transaction-level detail 
with exceptions instantly visible. It eliminates manual 
interventions. Workflows fully automate labor-inten-
sive processes. Automated checks ensure compliance 
with corporate and regulatory controls. This is excit-
ing news, for the right automated solution reduces or 
eliminates errors and provides a full audit trail. Exec-
utives can approach internal controls with confidence 
because they know the details behind the numbers. 
Truly, auditors love the visibility of the audit trails.

FROM AUTOMATED RECONCILIATION TO RISK 
REDUCTION

Further, the lack of oversight from manual processes 
can lead to internal fraud. In its Report to the Nations: 
2018 Global Study on Occupational Fraud and Abuse,  
the Association of Certified Fraud Examiners provided 
in-depth analysis of 2,690 cases from January 2016 to 
October 2017, with input from more than 2,000 Certi-
fied Fraud Examiners (CFE).

Based on CFE estimates, the study concluded that 
occupational fraud may cost organizations up to 5 

percent of their annual revenues. This potential loss 
approaches $4 trillion annually worldwide.

But the study also finds that organizations can reduce 
fraud’s impact through internal controls and policies 
that actively detect fraud, such as thorough manage-
ment review, account reconciliation and surveillance/
monitoring. “Organizations that do not actively seek 
out fraud are likely to experience schemes that 
continue for much longer and at a higher cost,” the 
study concluded.

In 30 percent of the cases and more than any factor, 
lack of internal controls enabled fraud; 19 percent of 
cases occurred because the perpetrator could over-
ride the controls in place. Automated reconciliation 
and certification solutions offer precisely the added 
controls to enable faster detection or prevent the type 
of fraud cases analyzed in the report. 

CONTROL AND VISIBILITY: A CONCRETE 
POSSIBILITY

As transactions increase in quantity and complex-
ity, and new areas for reconciliation appear, the risk 
of mistakes, misstatements and abuse will prove far 
too great for manual methods. As automated recon-
ciliation strengthens internal controls, it protects the 
financial institution and provides visibility into the 
numbers to help executives make smart decisions. 

What does this boil down to? Financial services organi-
zations that automate will see their competitive edge 
accelerate. Put another way, banks that take charge of 
their internal controls today will experience profound 
external control in the marketplace tomorrow. 

Renata Sheyna is digital product, software 
development and operations leader at Fiserv.
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Fraud on the home 
front: Spotting and 
stopping mortgage 

scams and schemes

BY HOWARD ALTMAN

Mortgage and property crimes 
that center on credit issues are on 
the rise. But financial institutions 

can keep home lending safe.
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The scam pulled off 
by Henschel and his 
cronies represents 
one of the most 
costly types of 
mortgage fraud.
- BRIDGET BERG 

Foreclosure rescue schemes: Fraudsters target vic-
tims who fall behind in mortgage payments; various 
schemes offer “help” in exchange for payments to the 
perpetrators, making the victim believe this will save 
the home from foreclosure.

FRAUD-FOR-PROPERTY PREVALENCE

Fraud-for-profit scams such as Henschel’s may cost 
victims the most but Berg notes that fraud-for-prop-
erty scams are the most prevalent. In this scenario, 
the borrower’s financial situation or loan purpose is 
misrepresented to qualify for a loan or get more fa-
vorable terms.

The most common such schemes, she says, are:

Undisclosed changes: Perpetrators do not update 
the lender on changes during the loan process, such 
as a job change or new debt.

To his victims, many elderly, Michael “Mickey” Hen-
schel might have seemed like the homeowner’s hero, 
rescuing people over their heads on their mortgages.

In reality, Henschel was not an angel of home pos-
session but rather a devil possessed. In May, the 
70-year-old career con man from Van Nuys, Califor-
nia, pleaded guilty in a federal court to netting nearly 
$20 million in ill-gotten gains from his mortgage scams, 
while costing homeowners about $10 million.

According to court documents, Henschel—who used 
various aliases, including “Frank Winston,” “Steve Lo-
pez” and “Ron Berman”—worked with co-conspirators 
to trick distressed homeowners into signing fraudu-
lent property deeds. His lure: false promises that the 
deeds would shield their properties from creditors. 

The bogus deeds allowed Henschel and the others to 
fraudulently file documents on the titles to the target-
ed homeowners’ properties. These included falsified 

grant deeds that supposedly conveyed an interest in 
the properties to entities that Henschel controlled. 
They also created fake trust deeds based on fictional 
loans supposedly guaranteed by the targeted home-
owners, and false liens that recorded an interest in the 
properties based on fictional debts.

The scam pulled off by Henschel and his cronies 
represents one of the most costly types of mortgage 
fraud, says industry expert Bridget Berg. 

“The most costly mortgage fraud situations are fraud-
for-profit,” says Berg, principal, Fraud Solutions at 
CoreLogic , a property and mortgage data intelligence 
firm. There, she leads the delivery of fraud risk man-
agement solutions to the mortgage industry. Berg 
expressed concern about several types of mortgage 
crime, including email compromise—where an im-
poster emails a party in a pending real estate sale to 
fool them into wiring the down payment or loan pro-
ceeds to the imposter.

Other fraud methods include:

Diversion of funds: This is the theft of down pay-
ments or loan proceeds by misdirecting funds via 
email compromise or embezzlement. 

Real estate investment schemes: Investors are re-
cruited to purchase rental property at inflated prices 
with promises of unrealistic appreciation or cash flows; 
they are encouraged to purchase multiple properties 
and may hide the level of activity by using multiple 
lenders concurrently.

Straw buyers: These stand-in buyers help fraudsters 
get a property loan.

Illegal flipping: The purchase and resale of a property 
occurs at a grossly inflated price.
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https://www.facebook.com/sharer/sharer.php?u=https%3A//info.bai.org/_ld-executive-report-compliance-beyond-regulations.html?utm_source=executive_report%26utm_medium=content%26utm_campaign=facebook%26utm_content=er_0418
https://www.justice.gov/usao-cdca/pr/san-fernando-valley-con-man-pleads-guilty-multi-million-dollar-real-estate-fraud-scheme
https://www.justice.gov/usao-cdca/pr/san-fernando-valley-con-man-pleads-guilty-multi-million-dollar-real-estate-fraud-scheme
https://www.corelogic.com/blog/about-the-authors.aspx#BridgetBerg
https://www.corelogic.com/about-us/our-company.aspx


BANKINGSTRATEGIES.COM   |14   |   JULY 2019

’’
It is imperative 
to vet applicant 
information 
through vigorous 
anti-fraud 
measures.
- TRAVIS P. NELSON, VILLANOVA UNIVERSITY

“When regulators and prosecutors turn their attention 
to a particular type, fraudsters will turn in another 
direction, or a new type of fraudster will pop up in a 
new area of the mortgage market,” Reiss says. “This 
happens for much the same reason that Willie Sutton 
was said to rob banks: ‘That’s where the money is.’”

Except, as Mickey Henschel proved, you don’t need a 
gun: among other things, just a homeowner under the 
gun will do.

American Bar Association whitepaper “Mortgage 
Fraud at Financial Institutions: Prevention and Re-
sponse,” author Travis P. Nelson identifies collecting, 
validating and correlating mortgage application data 
as three top priorities. 

A former enforcement counsel for the U.S. Department 
of the Treasury and teacher of financial institutions 
regulation at Villanova University, Nelson adds that 
detecting fraud patterns is also essential. “Recently 
opened credit accounts under the same social secu-
rity number but different names would be a red flag,” 
he writes; as a final-yet-crucial step, be sure to seek 
“additional verification to confirm or double-check the 
individual’s intent in opening the account.” 

Still, the mortgage industry must remain ever vigilant, 
says David Reiss, law professor and research director 
at Brooklyn Law School’s Center for Urban Business 
Entrepreneurship (CUBE). 

Down payment misrepresentation: This disguises 
a personal loan as a gift or inflates the sales price to 
make the down payment appear larger.

Income or asset misrepresentation: The fraudster 
provides inflated or fabricated documents such as pay 
stubs, W-2s, tax returns and bank statements.

Credit and liability misrepresentation: To hide bad 
credit, fraudsters dispute accounts with false identi-
ty theft claims. They conceal liabilities or concurrent 
loan applications.

Occupancy misrepresentation: This revolves around 
false claims that a property will be owner-occupied 
to get better loan terms or rented to use the income 
to qualify.

While mortgage fraud risk has been steady the last 
few months it has increased since last year, accord-
ing to recent studies by Core Logic and First American 
Financial Corp., a leading global provider of title insur-
ance, settlement services and risk solutions for real 
estate transactions.

CoreLogic’s National Mortgage Application Fraud 
Risk Index shows the collective level of loan applica-
tion fraud risk the mortgage industry has increased 
roughly 6 percent, to 152 for the first quarter of 2019 
compared to 144 from the Q1 2018.

Meanwhile the First American Loan Application Defect 
Index for March 2019—which estimates the frequen-
cy of defects, fraudulence and misrepresentation in 
mortgage loan applications—has remained steady in 
recent months. Still, it points a 15.9 percent increase 
since March 2018.

HOME LOAN IMPROVEMENT: THE RIGHT TOOLS 

There is some good news, though: First American’s 
Defect Index is down 6.8 percent from the high point 
of risk in October 2013. CoreLogic’s Berg points out 
that the industry has several methods for detecting 
and preventing mortgage fraud.

“In addition to anti-fraud policies, quality control pro-
grams, third party monitoring and staff training, most 
lenders use fraud detection tools,” she says. (One 
such type is the company’s LoanSafe Fraud Manager.)  
“Using automation ensures consistency and thor-
oughness in the fraud review. High-risk loans should 
be assessed by experienced staff for resolution.”

Berg adds that strong tools: 

» validate data in the loan application with  
 independent sources, 

» automate red flag identification, 

» score the loan for probability of fraud, and 

» minimize false positives to focus the  
 reviewer on the highest-risk loans. 

There is also the imperative to vet applicant infor-
mation through vigorous anti-fraud measures. In the 

Howard Altman oversees coverage of issues affecting 
troops and their families as managing editor of Military 
Times. He has won more than 50 journalism awards and 
his work has appeared in the New York Times, Daily 
Beast, Philadelphia magazine, the Philadelphia Inquirer, 
New York Observer, Newsday and the Tampa Bay Times.
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Many banks struggle to put the 
pieces in place. Here’s how the right 
steps and tools build an efficient, 
unified compliance network.

Three parts, two parties, 
one truth: How people, 
process and tech 
bolster compliance 
for the frontline 
and back office

BY DJ HASKINS AND CAROLINE PLATKIEWICZ
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In a regulated 
banking industry, 
documentation 
could make the 
difference between 
compliance success 
or failure.

Frustration: It's not the word you want to associate 
with your financial institution. But your frontline staff 
often feels frustrated when they search for in-the-mo-
ment answers to help a customer in person or over the 
phone.  Managers endure it when they repeatedly hear 
basic procedure questions. The back office wrestles 
with it when the hundreds of policies and procedures 
they create languish. Perhaps worst of all, consumers 
gag on it when left on hold or forced to fix mistakes. 

‘OPEN NEW ACCOUNT’ … AND A CAN OF WORMS

Frontline staffers open search for “Open New Ac-
count” when that task arises. The pages of search 
results that appear point to myriad documents—
among them the training department’s “accounts help 

guide,” marketing’s “account placement guide” and 
the retail operation team’s robust “account guide-
lines.” Without proper versioning requirements, those  
multiple documents muddy the waters as to which is 
most current. The result: inefficiency and confusion 
for your frontline.

Meanwhile, these versions of the truth lack clear titles, 
leaving the frontline associate to either a) painstak-
ingly page through numerous documents and piece 
them together, or b) ask their manager or co-workers 
to venture their best guesses. All the while the cus-
tomer languishes on hold (or in person) and a simple 
request has turned into lost time, potential errors and 
poor customer experience.

Fixing this problem requires bridging the front-
line-back office gap. 

Key action steps: First break down long documents 
into short, simply stated, clearly titled steps. This 
guarantees anyone can follow them, regardless of 
their years of banking experience. Anything short of 
this limits the staff’s ability to create and manage one 
consistent, compliant version of the truth. Then make 
sure frontline staff can find, follow, and use proce-
dures in the moment.

PEOPLE: CREATING CENTRALIZED CONTENT

People will always form the heart of your institution. 
Depending on their function, they may create and exe-
cute policies and procedures, or train new employees. 
Regardless of their role, consistency remains the se-
cret to creating overall adoption across departments. 

The most successful approach involves a centralized 
content assembly line. This approach bridges gaps 
between content management and usability. It steers 
small- to medium-sized enterprises along a path that 
develops and maintains complex policies and proce-
dures that frontline staffs can easily find and follow.

This effort requires content architects who oversee all 
policies, procedures and product information entered 
and managed in your employee portal, intranet or 
knowledge base. They work with the SMEs to frame 
accuracy, schedule review dates, create approval 
workflows and manage version control. This also  
incorporates best practices for titling, descriptions, 
keywords and formatting—with an end result frontline 
staff can easily use and find. 

Key Takeaways: Leaving content management in the 
hands of multiple SMEs leads to inconsistency. Lever-
age content architects to fashion an end product 
that’s accurate, consistent and usable. 

PROCESS: EFFICIENCY, EFFICIENCY, EFFICIENCY

Successful organizations understand the importance 
of processes to scale and grow. In a regulated banking 
industry, this documentation does more than avert 
frustration; it could make the difference between 
compliance success or failure.

While people are critical to create policies and proce-
dures, easy-to-follow processes benefit employees, 
new or tenured. While these will vary from institution, 
generally they should include:

» Basic service level agreements between  
 departments—the process for requests,  
 expected turnaround times, and  
 information requirements

» Content responsibilities—based on  
 department and including formals edits,  
 approvals, and rules for publishing

» Frontline staff technology—used to 
 find policies and procedures, and 
 facilitate escalation process based on  
 question types.

Key Takeaways: Creating understandable, easy-to-
follow processes is a must for all financial institutions 
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to become consistent and efficient. Without defined 
processes, one version of the truth will never emerge.

TECHNOLOGY: THE TOOL THAT PUTS IT 
ALL TOGETHER  

Lastly, financial institutions need a central repository 
to house policies and procedures. Typically, institu-
tions rely on an intranet or knowledge base to upload 
PDFs, Excel files, JPEGs and more. Yet a typical in-
tranet or document management solution often fails 
to account for both frontline and back office needs. 

Thus a centralized repository must combine certain 
critical features. For starters, the technology must 
allow staff to import and display content in small, 
user-friendly steps, rather than in long documents 
with multi-step processes. To accomplish this, break 
down policies and procedures to optimize searchabil-
ity and comprehension. Content structured this way 
with the right technology empowers frontline staff 
to find and follow the information it needs in quick, 
effective fashion.  

Moreover, audit history tools stand as key features for 
the back office. A centralized repository must allow em-
ployees to document policy and procedural changes.  
Back office professionals also need to see who made 

changes and when: critical features for ongoing 
compliance and version control. Reporting tools that 
produce analytics around usage and feedback (that is, 
how helpful an answer is or isn’t) are also key. Finally, 
a centralized repository that automates day-to-day 
tasks (such as notifications, workflows etc.) further 
improves efficient flow between the frontline and 
back office.

Key takeaways: The right technology makes front-
line-back office adoption possible as it creates and 
maintains one version of the truth. While many insti-
tutions try to force their intranet to handle this, reality 
might require a purpose-built solution—a centralized 
content repository—that meets everyone’s needs. 

PARTING THOUGHTS: THE TRUTH IS TELLING

Bridging the gap between the frontline and back 
office requires people, processes and technology. In-
stitutions that fully commit to this approach will:

» Improve service levels 

» Reduce errors and exceptions 

» Increase efficiency ratios 

» Decrease training time 

» Upgrade customer experience

The advantages won’t stop there and the positive re-
sults will only multiply with time—outcomes that form 
another singular version of the truth everyone can 
rally around.

DJ Haskins is vice president of marketing at SilverCloud, 
specializing in brand strategy and demand generation. He 
also teaches digital marketing at the University of New 
Hampshire. Caroline Platkiewicz is SilverCloud’s marketing 
manager, specializing in content and campaign strategy. Policies & Procedures in real-time to make 

every employee a subject matter expert.

www.silvercloudinc.com See our article in this issue to learn more.
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Where 
regulation meets 
responsibility: The 
unwritten rules of 
customer data

Financial institutions need to protect 
consumers and obey the laws. But 
for the use of their data, customers 
want real value and help.

BY LAURI GIESEN
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third-party fintech companies are given access to 
customer data, banks have to put the proper safe-
guards in place so their partners adhere to the right 
practices,” Hanley says. 

Sotto notes that customer privacy and security rules 
haven’t changed in recent years, but financial institu-
tions may find it harder to enforce as the number of 
relationships expand. 

“It’s the same set of rules, but it’s more complicated,” 
she says. “Banks need to take responsibility for what 

Granted: Banks and consumers have much to gain 
from the effective use of account holder data. But 
sometimes, the ones and zeros don’t add up and bank 
efforts fail to stack up. 

It’s not as though both parties come at the Great Data 
Dilemma from cross purposes. Most banks want to 
gather and use customers’ data to better serve them 
and offer timely, targeted services. And customers in 
general approve, in part because it means (or should 
mean) they won’t be bombarded with irrelevant prod-
uct offerings. 

So, if banks want to gather and use customer data 
and customers can benefit from that, what could 
go wrong?

Plenty. 

Today a tangle of rules, regulations and responsi-
bilities force banks to think inside the box. And that 
creates a tension between serving customers and 
showing caution. Customers want it both ways, even 
if banks can’t find an easy way.  

Since 2002, banks have labored under multiple reg-
ulations, including the Financial Information and 
Safeguards Rule and the Gramm-Leach-Billey Act  (GLB). 

Industry observers say banks have mostly shown dili-
gence in sticking to these regulations—which require 
them to inform customers that they gather and use re-
tail bank account information. Customers can opt out 
if they don’t approve; some states, notably California 
and Vermont, require customers to opt in.

“Banks live and breathe by GLB act,” says Lisa Sotto, 
partner and chair of the global privacy and cybersecu-
rity practice for law firm Hunton Andrews Kurth LLP. 
“It laid the groundwork for what banks need to do to 
protect consumers.”

You might think technology would make that job eas-
ier. Not so: Sometimes, it’s quite the opposite. While 
adhering to these regulations has become standard 
practice, the demand for customer-friendly technolo-
gies complicates matters for banks.

“Consumers are driving the need for more digital 
services,” says Claude Hanley Jr., partner with Wash-
ington D.C.-based Capital Performance Group LLC. 
“And this creates a new frontier where the cybersecu-
rity risks increase. There are also additional questions 
about who has access to this information.” 

For one thing, banks today work with many more fin-
tech companies to provide such services. And that 

means they must oversee those third parties to make 
sure they address privacy and security concerns. 

One example of the fintech dilemma involves ac-
count-holder budgeting, a service many customers 
seek. If banks can extract data that reveals how 
customers spend their money, they can help them 
analyze spending habits—and figure out how to save 
more and meet financial goals.

But many banks lack the in-house capabilities to 
do this and turn to outside firms for help. “As more 

Today a tangle of rules, regulations and 
responsibilities force banks to think inside 
the box when it comes to customer data. 
And that creates a tension between serving 
customers and showing caution. 

https://www.bai.org/banking-strategies
https://twitter.com/home?status=BAI's%20April%20Executive%20Report!%20https%3A//info.bai.org/_ld-executive-report-compliance-beyond-regulations.html?utm_source=executive_report%26utm_medium=content%26utm_campaign=twitter%26utm_content=er_0418
https://www.linkedin.com/shareArticle?mini=true&url=https%3A//info.bai.org/_ld-executive-report-compliance-beyond-regulations.html?utm_source=executive_report%26utm_medium=content%26utm_campaign=linkedin%26utm_content=er_0418&title=BAI%27s%20April%20Executive%20Report&summary=&source
https://www.facebook.com/sharer/sharer.php?u=https%3A//info.bai.org/_ld-executive-report-compliance-beyond-regulations.html?utm_source=executive_report%26utm_medium=content%26utm_campaign=facebook%26utm_content=er_0418
https://www.ftc.gov/news-events/press-releases/2002/10/ftc-offers-guidance-how-protect-customer-information
https://www.ftc.gov/news-events/press-releases/2002/10/ftc-offers-guidance-how-protect-customer-information
https://www.linkedin.com/in/lisa-sotto-028b086/
https://www.huntonak.com/en/about/overview/
https://www.linkedin.com/in/claude-hanley-5826594/
https://www.capitalperform.com/


20   |   JULY 2019

their service providers do. You can put in contractual 
provisions and observe the service provider’s practice 
at their offices, but ultimately there’s a limit to what 
you can do.”

Moving some components of bank relationships 
to social media could create additional problems, 
Hanley says.

He points to criticism social media outlets such as 
Facebook have weathered over consumer information 
misuse. In response, Facebook and others have devel-
oped new consumer protection policies.

Hanley explains that Facebook earlier this year came 
out with its own rules specifically for financial insti-
tutions. So banks now have another layer of rules to 
worry about atop government regulations. 

“Social media channels now have their own guidelines 
for marketing on their networks,” he says. “Banks need 
to know those rules and make sure they comply.” 

But even when banks succeed in meeting the nit-
ty-gritty of regulatory requirements—which they so 
often do—some argue they can do more to protect 
consumer rights. That falls into two areas: First, they 
must make sure customers understand what informa-
tion financial institutions gather and how they use it. 
That leads to real value in exchange for data, not just 
haphazard product pushing.

Second, the language around disclosures is too often 
clear as mud—meaning customers have no idea what 
they’re accepting or rejecting.

Alyson Clarke, principal analyst with Forrester, a re-
search and consulting firm, notes that while most 
banks’ disclosures on data gathering meet legal re-
quirements, they lack meaning to customers. “Most 
privacy and security statements are poorly written 

and written for lawyers,” Clarke says. “And they’re 
hard to find. You need to explain in simple language 
what information you collect and what you do with it.”

Tiffani Montez, senior analyst for Aite Group, agrees 
that customers want more than boilerplate disclo-
sures or to simply opt in or out of all data collection. 
Customers want the right to say what personal infor-
mation banks can or can’t use, as well as how it’s used. 
That, she notes, goes beyond legal requirements.

Most important, customers need proof they will ben-
efit from releasing their data. Rather than leverage 
the information for what Clarke calls “evil”—that is, 
the sole use of selling any product regardless of its 
usefulness—Clarke contends banks should use it to 
generate meaningful dialogues. Using data for good 
guidance ultimately leads to better, more profitable 
relationships, she adds.

“A lot of savings tools that banks offer don’t even ask 
the customer what they’re saving for,” Clarke says. “It 
helps to know that and understand the customer. And 
it should if you’re really interested in them.”

So yes, financial services organizations need to follow 
the rules as written. But when they adhere to the un-
written rules of customer care—and bestow bona fide 
value for abundant data—both sides benefit.

Lauri Giesen has spent more than 25 years writing 
about banking technology and payments for numerous 
business and financial publications. In the 1990s, she 
founded and edited Financial Service Online, a magazine 
covering Internet-based forays into banking and 
investment services.
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