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Change is here for the 
regulators and the regulated

An approaching end to the pandemic, better technology and a new administration in Washing-

ton—all these factors could soon influence the compliance and regulatory environment that 

financial services organizations face.

As the U.S. emerges from the COVID-19 crisis, financial services leaders will need to figure out 

how much of the emergency measures put in place in early 2020 should be made permanent, 

and then how to put the appropriate guardrails around them. Technological advances add to the 

ongoing internal discussions about how much of the compliance function to automate. At the 

same time, the shifting priorities of federal agencies under President Biden will lead banks and 

credit unions to make corresponding changes in how they run their businesses.

We examine all three of these areas in this latest BAI Executive Report on compliance and the 

regulatory realm.

For our lead article, contributing writer Dawn Wotapka asked several financial industry experts 

what they think the future holds. Their headline consensus—that there will likely be significant-

ly tighter regulation under the Biden administration—is hardly a shocker. Of greater interest, 

they say, is where that tightening might be concentrated and how financial services providers 

would be most affected.

The Consumer Financial Protection Bureau–the consumer watchdog agency empowered under 

President Obama, but largely sidelined under President Trump–is already flexing some muscles. 

In late June, the CFPB initiated new rules raising the hurdles for mortgage lenders seeking 

to foreclose on delinquent accounts. This is consistent with widespread expectations that the 

CFPB will stake out strong positions on lending, credit reporting and access, deceptive-practic-

es claims and other prominent issues.

Heightened regulation is generally seen as a headwind for any industry, but some experts in 

this month’s Executive Report say they’re willing to reserve judgment until they see more. “If 

the regulations are smart and thoughtful, this can be a good thing,” one neobank leader said.  

Anticipation of greater accountability extends to the board level—this includes redoubling 

efforts to enforce Bank Secrecy Act and anti-money laundering rules, intensifying oversight 

of technology innovations (a category including cryptocurrencies and privacy concerns) and 

giving more attention to climate-related risks.

Shifting regulatory priorities, as well as the lasting impacts of the pandemic, could also trans-

form how banks and credit unions conduct their compliance training programs. Our article from 

contributing writer Katie Kuehner-Hebert finds that the banking industry aspires to become 

more creative, not only to meet today’s post-COVID realities but also to prepare for future 

trends.

For instance, institutions may need to rethink their compliance oversight and training curric-

ula to ensure that employees working from home are still preserving customers’ privacy and 

protecting sensitive information during their interactions. How best to deliver virtual training 

is another important consideration. Some financial firms are finding that more shorter sessions 

are better than trying to do all-day trainings.

Providing training solutions for banks and credit unions has long been one of the core business-

es within BAI. Since the pandemic began, our team has seen a growing trend of cross-training 

employees, as an increasing number of financial services providers adopt the “universal banker” 

model in response to customers moving more of their routine transactions to digital.

Another shift underway is the growing acceptance of regulatory technology for use by financial 

institutions and regulators alike. Our article by contributing writer Lauri Giesen explores how 

the experience of managing through the pandemic led both the regulators and the regulated to 

try new approaches. As one industry participant told her, “There is no going back. Banks are not 

sending boxes of documents when they can do everything digitally.” 

The technology as currently applied also has internal benefits for banks and credit unions: 

scaled-up operations, lower costs and improved accuracy. Looking ahead, expect even more 

use of artificial intelligence, machine learning and insights generated via big data in this area. 

Alongside an increasing reliance on technology in the compliance and regulatory space, finan-

cial services providers have a greater responsibility to make sure their data and digital systems 

are secure from internal misuse and outside threats.  

John Willis from Red Hat offers a handful of pointers on how banks and credit unions can man-

age these risks, starting with the basic business step of making cybersecurity a top priority in 

the organization. He also advises creating systems that balance the imperative to safeguard in-

formation with providing access to those who need it, and then regularly auditing that balance.

Thanks for reading, and feel free to email me to let me know what you think.

LETTER FROM THE EDITOR

BY TERRY BADGER, CFA 

tbadger@bai.org

Terry Badger, CFA, is the managing editor at BAI.
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s the world emerges from the dead-

liest pandemic in recent history, 

President Joe Biden’s administra-

tion will finally get the chance to 

put its mark on the closely watched 

financial and regulatory landscapes. One thing is 

certain: Biden’s approach will be notably different 

from that of his predecessor.

“Priorities appear to be putting regulations in 

place,” said Daniel Gouldman, chief executive and 

co-founder of Unbanked.com, a global fintech 

solution built on blockchain. “If the regulations 

are smart and thoughtful, this can be a good 

thing. If the regulations are restrictive, they could  

really harm innovation and entrepreneurship in the  

United States.” 

In its 2021 banking regulatory outlook, Deloitte 

noted that recent enforcement actions “send a 

clear message that existing laws and regulations 

will be enforced and that banking regulators, rather 

than easing up on their expectations, are demand-

ing higher levels of accountability from boards of 

directors and senior management for the laws and 

regulations that are currently in place.” 

Deloitte’s report lists several trends that could 

have a significant impact on the business and op-

erating environment for securities firms this year 

and beyond. Among them:

» Greater oversight of digital transformation 

and technological innovation

» Heightened focus on operational and 

financial resilience, governance and 

control of workforce transformation 

» Stronger compliance with the Bank Secrecy 

Act and anti-money laundering rules

» More emphasis on addressing climate risk

» Creation of a more dynamic data 

environment and a renewed push 

for consumer protections

The goal is “ensuring continued confidence during 

a period of transitory inflation,” said Robin Lee 

Allen, managing partner at Esperance Private Eq-

uity, an emerging fund manager. “These proposed 

approaches—for both businesses and for con-

sumers—will be based largely on the rule-making 

authority of various agencies, relying as lightly as 

possible on statute. The idea here is to sidestep 

any potential political gridlock over the next 18 to 

24 months. Committees and study groups are at 

work on this at several agencies.”

Talk to industry watchers right now and they’ll  

tell you they’re paying attention to the Cs: con-

sumers and crypto. 

The near-term  
future of banking: 
More regulation  
Industry watchers have their eyes on consumers and crypto 

as prime areas for greater scrutiny and oversight.

BY DAWN WOTAPKA
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money and preventing Wall Street types from 

manipulating crypto markets. If that’s where they 

start, that’s not bad at all,” he said. 

Overall, however, he isn’t fearful. “Compared 

to the prior president, who just called Bitcoin a 

scam against the dollar … I’d rather see a luke-

warm, muted approach to Bitcoin than an openly  

antagonistic one.”

According to Allen of Esperance: “We have a con-

fusing time ahead of us, but I believe we will come 

out of the other side enlightened.”

Ann Martin, director of operations at CreditDon-

key, a financially focused website, shares that 

regulatory expectation. “The Biden administration 

has shown signs of wanting to more tightly restrict 

lending practices, especially ones it considers as 

“There has been some 

talk about expanding 

what constitutes abusive 

practices under UDAAP 

(unfair, deceptive or abusive 

acts and practices). An 

expansive definition could 

result in heavier penalties 

for banks found in violation 

of UDAAP standards.”

ANN MARTIN, CREDITDONKEY

taking advantage of vulnerable populations,” she 

said. For example, “There has been some talk 

about expanding what constitutes abusive prac-

tices under UDAAP (unfair, deceptive or abusive 

acts and practices). An expansive definition could 

result in heavier penalties for banks found in viola-

tion of UDAAP standards.” 

This is a big change from the priorities of former 

President Donald Trump “The administration was 

basically able to deregulate the industry in a num-

ber of ways without having to actively write laws 

with deregulatory language,” said Jake Hill, chief 

executive officer of DebtHammer, which provides 

debt counseling and consolidation. “Under Biden, 

I suspect we’ll see a return to form for the bureau, 

which means more protections for consumers.” 

LOOK FOR REGULATORS TO 

SCRUTINIZE CRYPTOCURRENCIES

Meanwhile, crypto is “front and center in the 

minds of regulators, whether it’s the Department 

EXPECT A ‘RETURN TO FORM’ FOR 

CONSUMER PROTECTION WATCHDOG 

A top priority is likely to be the Consumer Financial 

Protection Bureau, a regulatory agency created in 

the aftermath of the 2008-09 global financial cri-

sis to oversee consumer-related financial products 

and services. 

Carter Seuthe, vice president of content at Credit 

Summit, which helps consumers get themselves 

out of debt, said he expects the CPFB to get in-

volved in the debt consolidation market. “This is 

a sector that has been growing rapidly in recent 

years, and that has only accelerated since COVID,” 

he said. “It’s hard to know exactly what kinds of 

regulations might be coming down on these finan-

cial services, but I would definitely expect them to 

go after what they perceive as bad actors in the 

space, and likely put limits on interest rates and 

monthly payments.”

Dawn Wotapka is a communicator who lives for a 

great story, no matter how it is told. She previously 

covered the housing crash and public companies for 

the Wall Street Journal.

of Treasury, the CFTC, the SEC and others,” said 

Gouldman. What’s going on with banking is that 

they’re very much concerned about how cryp-

tocurrency could impact their industry. ... They 

haven’t quite figured out a strategy for a peer-to-

peer technology that makes banks have to fight 

harder for customers.” 

Martin also expects more regulation of fintechs 

and crypto. “While fintech did well under the 

Obama administration, Biden’s support for it will 

likely come packaged with regulation,” she said. 

“One other thing we know for sure is that the  

administration is invested in encouraging lend-

ing and financial policies to limit the effects of  

climate change.”

Gouldman thinks regulations loom. “I don’t know 

what those will be. They’ll likely be focused around 

collecting taxes, catching bad guys who launder 

http://bankingstrategies.com
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Learning from 
a new playbook

“Post-pandemic, I would anticipate that we will con-

tinue to be creative with our training efforts, using 

training options or methods that best meet the 

needs of the staff who need training,” Koester says.

At KeyBank in Cleveland, compliance training 

before the pandemic was already conducted vir-

tually, but after the shutdowns, the timeframe to 

complete the self-directed training was adjusted 

to accommodate employee situations and the 

COVID-19 environment, says Carole Torres, chief 

learning officer at the $174 billion-asset institution.

“The content in targeted courses was also en-

hanced to reinforce concepts around ethics, 

security and privacy given the significant increase 

in employees working remotely for an extended 

period,” Torres says.

he disruption of the COVID-19 pan-

demic has dramatically changed 

bank compliance training, upend-

ing not only how remote workers 

learned, but also what they learned. 

Here, bankers and compliance experts share what 

changes will likely last after the pandemic subsidies.

REMOTE TRAINING

The $542 million-asset Southwest National Bank 

in Wichita, Kansas, had to become more creative 

with compliance training. That meant more Zoom 

meetings and conference calls with staff mem-

bers, since employees who were at high risk of 

COVID-19 exposure worked from home during the 

shutdowns, says Stacey Koester, senior vice presi-

dent, consumer compliance.

What innovations in compliance training from the past 

year are here to stay? We asked some experts.

BY KATIE KUEHNER-HEBERT

T

5

https://www.key.com/personal/index.jsp
https://www.linkedin.com/in/carole-torres-4ab39339/
https://www.southwestnb.com/
https://www.linkedin.com/in/stacey-koester-b8b2801ab/


6 BANKINGSTRATEGIES.COMBAI JULY 2021 6

Post-pandemic, Key’s compliance risk and enter-

prise training groups will continue to collaborate 

“to ensure alignment on trends and themes in the 

compliance space, balancing continuous improve-

ment to training curriculum to support the current 

environment with a lens to future trends,” she says.

Indeed, bank employees working from home 

need additional training on how to safeguard 

customer information, says Melissa D. Blaser, a  

partner in the Rockford, Illinois, office of consult-

ing firm Wipfli.

“They need to make sure that employees remem-

ber their computer screens should not be seen by 

others in their home, and they need to have a way 

to safeguard—and eventually destroy, if needed—

any physical documents that they may print or 

bring home with them,” Blaser says.

If employees take customer calls at home, they 

also need to be trained on how to ensure their calls 

are private to the extent possible, she says. Most 

employers require the use of VPN to protect data 

when working outside of the workplace, “but em-

ployees should be reminded of the need to always 

use this and to avoid public networks.”

Training methods at information services com- 

pany Wolters Kluwer changed considerably during 

the pandemic, says Shanon Conroy, specialized 

consulting manager, U.S. advisory services, who is 

based in Waltham, Massachusetts.

Prior to the pandemic, most of the training sessions 

were in person, either hosted at a Wolters Kluwer 

facility or presented at a client’s site, Conroy says. 

After the shutdowns, the firm pivoted towards 

web-based training due to travel restrictions and 

pandemic health concerns. This also necessitated 

breaking full-day sessions into smaller segments.

“We found that daylong virtual sessions are a lot to 

handle, especially given the many distractions for 

those working from home—kids doing their school 

learning at home, dogs barking, cats walking over 

their computers,” she says. 

Mini-sessions also enable attendees to more 

easily retain and digest content, and the for-

mat is more effective, given that attendees learn 

directly about compliance topics, rather than em-

ploying the “train the trainer” approach, Conroy 

says. Moreover, shorter training sessions provide 

the attendees more time to perform their regular 

tasks, without disrupting entire days.  

“I would not be surprised, post-pandemic, if many 

banks continue to opt for virtual trainings,” she says. 

For the future, some of the more straightforward 

regulations like the “Know Before You Owe” mort-

gage disclosure, Regulation Z and Regulation X 

can still be taught remotely, while others are better 

taught within in-house training, the latter group 

including Regulation B pertaining to fair lending, 

says Kevin Kane, managing director at ProBank 

Austin, based in Louisville, Kentucky.

“It’s easier to have interactive conversations with 

bank staff within in-house training, and fair lend-

ing is somewhat an ‘eye-of-the-beholder’ type 

regulation, when questions often come up about 

interpretation,” Kane says.

Webinars don’t lend themselves to easy interac-

tions, he says. People can submit questions, but 

they often aren’t answered until the end of the 

webinar—unlike in-house training, where people 

raise their hands at the time the speaker is talking 

about an issue and get an immediate answer. 

“But during the pandemic, more banks realized 

how cost-efficient they are, and so you may find 

a hybrid going forward with a combination of  

webinars and seminars,” Kane says.

CROSS-TRAINING

The COVID-19 pandemic also accelerated branch 

cross-training, which was already happening be-

cause of two factors: the shift by customers to 

digital banking for routine transactions and the 

continued rise of the “universal banker” mod-

el, which is more sales-focused, says Natalie 

Morse-Noland, BAI project manager of compli-

ance, learning and development.

“One reason for more cross-training over the 

past year is that the pandemic led to a boost in 

consumer savings, as people were worried about 

“We found that daylong 

virtual sessions are a lot to 

handle, especially given the 

many distractions for those 

working from home—kids 

doing their school learning 

at home, dogs barking, 

cats walking over their 

computers.”

SHANNON CONROY, WOLTERS KLUWER
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their financial security and therefore spent less,” 

Morse-Noland says. “As such, banks needed branch 

staff cross-trained on how to sell other products like 

credit cards to make up for the lost revenue.”

Many banks are also now cross-training branch 

staff about how to sell mortgages, as the housing 

market started to heat up during the pandemic, 

she says. Cross-training branch staff on credit 

cards and mortgages has also impacted compli-

ance training, as banks focus on making sure they 

don’t violate the prohibition on UDAAP—unfair, 

deceptive, or abusive acts or practices.

“They don’t want to dip into predatory lending—

pushing products that are not appropriate for 

particular individuals—especially when branch em-

ployees may be newer to sales,” Morse-Noland says.

As bank customers shifted from in-person branch 

visits to using drive-thru lanes, call centers or dig-

ital banking, staff training shifted from traditional 

customer service to how to deliver the same prod-

ucts and services while never seeing the customer, 

Wipfli’s Blaser says. Many banks now include train-

ing on the Electronic Signatures in Global and 

National Commerce Act, as well as various pro-

visions of the Electronic Funds Transfer Act, as 

additional services are delivered electronically.

“Financial institutions that hadn’t yet set up on-

line account opening will most likely be doing this, 

which will result in employees changing roles and 

learning new processes,” she says.

COVID-19 continues to be a significant disrupter 

across many fronts. Post-pandemic, banks can 

leverage the more positive changes to further im-

prove compliance training.

Extensive number of compliance training courses 

A powerful LMS, the BAI Learning Manager, built with  

the latest eLearning technology

Substantial tracking and real-time reporting tools

From online compliance training courses to a host of additional resources,  

BAI can provide the solutions you need to drive your organization forward. 

Here are three reasons why leaders like you choose BAI:

Why choose BAI for your 
compliance training?

Discover why more than 2,100 financial services leaders across the 

country trust BAI for their compliance training at BAI.org/training

Katie Kuehner-Hebert is a contributing writer to BAI 

Banking Strategies based in Running Springs, California. 

She has more than three decades of experience writing 

about the financial services industry.

https://www.bai.org/training/
https://www.linkedin.com/in/katiehebert78/


Start with a 
security mindset

hifts in the banking industry  land- 

scape, occurring at an ever- 

increasing pace, have highlighted 

the need for resiliency and auto-

mation in digital transformation, 

especially in challenging times when business 

continuity is paramount. 

There’s no disputing the value of digital transforma-

tion, which offers benefits that include automating 

processes, streamlining work and gaining better 

visibility into your organizational data.

S

You’re planning your digital transformation, but how wisely have you 

integrated security and compliance practices into your roadmap?

BY JOHN WILLIS 

But just because it’s essential doesn’t mean 

it’s easy. Change is hard, and successful digital  

transformation takes a village—from the IT part-

ners and internal staff who help implement the 

tools to executives communicating the efforts to 

the team members interfacing with the new tech-

nology each day.

While migrating to new systems and following new 

protocols is hard enough, there’s another vital part 

of digital transformation strategy that often gets 

overlooked: security. While setting up infrastruc-

8
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open and simple—and easy to write, maintain, 

understand, document and adopt by the existing 

organization and new hires alike. A common auto-

mation language across the full stack and across 

teams allows for everything as code (meaning in-

frastructure as code, security as code, compliance 

as code), which enables repeatability, shareability 

and auditability of processes. 

2. REMOVE SILOS AND DO AUDITS

Securing your digital assets from the inside out 

is vital. Traditional security implementations 

struggle because legacy architectures are de-

signed for specific compliance and governance 

initiatives, which can pose problems when orga-

nizations modernize their operations. To keep up 

with the pace of technology and new regulations 

Traditional security 

implementations 

struggle because legacy 

architectures are designed 

for specific compliance 

and governance initiatives, 

which can pose problems 

when organizations 

modernize their operations. 

like General Data Protection Regulation (GDPR),  

organizations are walking a fine line between ac-

cess and compliance.

Although it may seem labor-intensive, smart en-

terprises will take stock of who is accessing what 

information and continually audit themselves to 

balance ease of work and safeguarding privileged 

information, so it doesn’t get into the wrong hands. 

By putting systems in place to monitor this type of 

activity, you can ensure people are able to remain 

productive while your data stays safe. 

3. PRIORITIZE EXECUTIVE COMMUNICATION 

ON SECURITY AND COMPLIANCE

Like digital transformation, security and compli-

ance are a team effort that requires collaboration 

security is the best way to seamlessly integrate 

security into your digital transformation vision and 

avoid headaches later. 

Start with a consistent enterprise automation 

strategy. Automation can help reduce human  

errors and can improve speed and consistency in 

your auditing tasks. It can make time-consuming, 

manual tasks repeatable by allowing for reusable 

workflows for consistent results. Some exam-

ples include full-stack automated patching with  

automated workflows, and automated scanning 

and remediation against both vulnerabilities and 

security compliance. 

Automation can help integrate security require-

ments into processes, application and infrastructure 

from the start, from development to production. It’s 

important to have a consistent automation strategy 

across teams in your organization—one that can 

interconnect infrastructure operations, application 

development and security operations. 

In an ideal world, an enterprise would have a 

common automation language, which should be 

ture and training employees is typically the main 

focus, securing these new and exciting projects 

can sometimes take a back seat.

This is a mistake that enterprise organizations simply 

can’t afford to make. There’s a lot at stake if you’re 

opening up your business digitally without properly 

protecting it. Here are four ways to make security a 

prime part of your digital transformation strategy.

1. TAKE A PROACTIVE SECURITY STANCE

It’s great to focus on the benefits of digital trans-

formation, but it’s also necessary to look at the 

vulnerabilities it can present. When dealing with 

sensitive and personally identifiable company and 

customer data, these risks must be assessed.

Many effective resources—from safeguards like 

multi-factor authentication (MFA) for password 

protection to penetration testing—can help 

businesses beef up their security posture before 

attackers strike. Taking a proactive stance on 

http://bankingstrategies.com
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across an entire organization. Consider all the 

departments and employees with different day-to-

day duties and the access or permissions they all 

need to do their jobs.

Strong executive support is crucial to overcome 

potential points of friction and manage the speed 

bumps. Clear executive communication about the 

benefits of digital transformation and why new—

albeit sometimes cumbersome—security and 

governance measures are necessary also helps 

teams understand the importance of these changes.

Rather than scaring employees into submission, 

explain the benefits a better security stance can 

bring, like the ability to streamline processes and 

compete more efficiently in the market.

4. SET USERS UP FOR SUCCESS

Buy-in at the C-level is an important part of over-

all organizational acceptance, but ultimately, the 

people who use new tools and technology are the 

most important component to securing your digi-

tal transformation efforts. Learning a new system 

is just another item to check off a to-do list. Add 

an extra layer of verification to that, and you’re 

indirectly impeding people’s primary goal: getting 

their jobs done.

Consider MFA, which requires users to enter two 

or more pieces of evidence to prove they are who 

they say they are during the login process. It is ex-

tremely effective, but one of the barriers to MFA 

adoption is that it lacks ease of use. So, find ways 

to simplify the process. Perhaps it would be easier 

for users to receive a PIN from their mobile device 

than to remember a security question or carry 

around a physical token. Consider simple but im-

pactful ways to lessen the burden of change and 

people will be more receptive to it.

Digital transformation inevitably involves grow-

ing pains, but that pain can be amplified if you’re 

not taking measures to safeguard your efforts. By 

keeping these four practices in mind, you can en-

sure that security and compliance are part of your 

digital transformation journey.

John Willis is senior director, global transformation 

office, at Red Hat, a Raleigh, North Carolina-based 

provider of enterprise, open-source software solutions. 

Learn more about banking security and compliance 

within digital transformation strategy in their guide, 

Security and Compliance Automation for Financial 

Services: A Guide to Choosing Solutions.

https://www.redhat.com/en/resources/accelerate-self-healing-whitepaper?sc_cid=7013a000002w5fhAAA
https://www.linkedin.com/in/johnwillisatlanta/
https://www.redhat.com/en
https://www.redhat.com/en/resources/idg-automate-security-compliance-analyst-paper?sc_cid=7013a000002wFahAAE
https://www.redhat.com/en/resources/idg-automate-security-compliance-analyst-paper?sc_cid=7013a000002wFahAAE


hen much of the country was 

shut down last year because of 

the pandemic, federal bank reg-

ulators had to manage most of 

their operations remotely. 

“They had to conduct virtual audits and accept 

data and reports from financial institutions digitally. 

But then they started to see a lot of benefits from 

conducting business this way,” says David Ehrich, 

co-founder and executive director for the Alliance 

for Innovative Regulation in Washington, D.C.

The result? Regulatory agencies that were often 

resistant to banks implementing RegTech systems 

began to understand that technology could not 

only aide regulators in doing their jobs, but that a 

greater utilization of technology might also benefit 

banks as well.

“It was a total game-changer for regulators. They 

found they could spend less time collecting re-

ports and data and spend more time analyzing the 

data,” Ehrich says. And if technology was good for 

the regulators, it might be good for banks, too.

Alla Valente, senior analyst for Cambridge, Mass.-

based Forrester, also believes the pandemic has 

shown regulators the benefits of technology, and 

that awakening could lead to a greater use of 

RegTech by banks in the future.

“There were no in-person meetings or walk-

throughs between banks and regulators. Having 

regulators come to bank headquarters and re-

quest documents and then have banks pull files 

just didn’t exist anymore,” Valente says.

Now that bank employees are returning to their 

offices, Valente does not expect the reliance on 

technology to go away. “There is no going back. 

Banks are not sending boxes of documents when 

they can do everything digitally,” she says.

Valente explains that regulators had previously 

been cautious about accepting digital data and 

using technology systems that analyzed that data. 

But during the pandemic, they found that these 

systems, which rely on machine-readable formats 

and artificial intelligence, not only worked, but also 

gave them better and more accurate data. 

“I don’t think regulators will dive right in headfirst 

with technology, but this is definitely a move in the 

right direction,” Valente says. “I think will see incre-

mental changes in the use of technology.”

Technology won’t just be used for regulatory pur-

poses. This greater acceptance is likely to extend 

into banks’ use of RegTech for internal audits as 

well. Banks got used to sending data and reports 

digitally, and they will now likely look for other 

ways to use those digital systems.

How COVID  
sparked a RegTech 
reawakening 
Digital systems that kept work flowing in 2020 has banks 

and regulators alike warming to new technologies.

BY LAURI GIESEN
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Technologies involving artificial intelligence and 

machine learning especially attracted the interest 

of financial institutions, Mueller explains. Such 

systems allow banks to analyze data to spot regu-

latory irregularities and potential fraud. 

Processes that use machine learning to set off 

alerts are also becoming more common, Mueller 

says. “Banks can use their experience to build 

tools based on machine learning so they can clas-

sify transactions based on real risk. These tools 

can identify transactions that are likely to gener-

ate a lot of risk and send out alerts.”

Additionally, banks can use intelligent systems to 

monitor not just individual transactions, but also 

the models that previously had been used to iden-

tify risk. “Systems are emerging that give you the 

ability to look at how your risk management mod-

els are actually performing,” Mueller says.

But while the pandemic may have hastened the 

movement for banks to apply technology for 

regulation purposes, challenges still remain and 

change won’t happen overnight.

Getting the standardized data needed to identify 

real risk and monitor bank compliance has been a 

big obstacle to applying artificial intelligence and 

machine learning, especially for those banks that 

have been through a number of mergers and ac-

quisitions. These systems only work as well as the 

data they are given, and if the data comes to them 

in different formats from different systems, it is of-

ten difficult for them to detect patterns.

“The data from the various bank units is often diffi-

cult to standardize because each unit that gathered 

it used different standards. This disparity caused 

challenges. Banks now need to look at replacing or 

updating their legacy systems,” Ehrich says.

But certainly, the lessons learned during the pan-

demic and the benefits gained from electronic 

systems used over the past year has heightened 

banks’ desire to work toward those goals.

That’s because these digital reports turned out to 

have surprising benefits. “Regulators and banks 

were used to working with 90-day-old data. During 

the pandemic, they were getting even more data 

and real-time data, which gave them better images 

of what was going on at the banks,” Ehrich adds.

Meanwhile, the institutions also started to realize 

the promise of technology in increasing scale, 

lowering costs and improving the accuracy of  

the reports sent to federal regulators. They could 

then look at how this technology could benefit 

them for internal purposes, including their own 

audits, Ehrich says.

Furthermore, systems that allow banks to search 

for trends in preventing fraud and assessing risk 

gained more popularity during the pandemic as 

banks realized these tools’ ability to deter future 

problems, says Tim Mueller, partner and leader of 

the financial services technology group for Wash-

ington, D.C.-based consulting firm Guidehouse. 

At the same time regulators and bank compliance 

officers were seeing the benefits of automated  

systems in compliance applications, greater 

customer use of technology in retail bank trans-

actions was bound to shine an even a brighter 

positive light on financial institutions’ overall use 

of technology, Mueller says. 

“Banks saw a tremendous change in the use  

of electronic payments technology and an  

incredible escalation in the number of digital 

transactions,” Mueller says.

To continue to support operations where cus-

tomers are using digital systems, banks are 

increasing their overall use of artificial intelligence, 

machine learning and data mining through their  

organizations, Mueller says.

Lauri Giesen has spent more than 25 years writing 

about banking technology and payments for numerous 

business and financial publications. In the 1990s, 

she founded and edited Financial Service Online, a 

magazine covering Internet-based forays into banking 

and investment services.

“Banks can use their 

experience to build 

tools based on machine 

learning so they can 

classify transactions 

based on real risk.” 

TIM MUELLER, GUIDEHOUSE
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