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Synthetic Identities and 
Fast-Growing Fraud: How 
Banks Can Curb the Threat  

Deterring fraud doesn’t have to 
come at the price of a seamless 
customer experience.
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Introduction

Synthetic Identity Fraud (SIF) is a well-known and persistent threat and while not new, it’s more prevalent 

than ever. According to GBG’s survey, 23% of businesses identify synthetic identity fraud as the most 

prevalent fraud threat in their respective industries. Given synthetic identities are comprised of real and fake 

information, they appear legitimate and often go unnoticed until it’s too late. The longer a synthetic identity 

remains “in play” the greater the potential for criminals to profit.   

The way in which fraudsters are using SIF is also growing in sophistication, making it a thorn in the side of 

banks, credit unions and financial institutions alike. As criminals expand their use of SIF, stopping bad actors 
at the point of account opening or login, before they can get in the door, is critical and hinges on multi-layered 

identity verification that utilizes diverse, physical and digital data intelligence.     

A Persistent Threat 

With losses predicted to reach $2.42 billion in 2023, synthetic identities are a growing and costly problem. 

Although SIF is the most elusive and fastest-growing fraud type, nearly every type of fraud  

is on the rise, prompting FIs to broaden their scope of fraud deterrence strategies and technology.   

Surging fraud and highly publicized breaches have led to shifts in consumer behavior, particularly their 
willingness to hand over personal information. IDology research shows that 70% of American consumers 

believe companies collect personal information without their knowledge. Additionally, 90% want new federal 

laws protecting their data online. This growing skepticism highlights the need for FIs to verify identities 
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Losses due to SIF  
are predicted to

surpass $2B 
in 2023.
Source: Aite Novarica, Synthetic Identity Fraud: 

Diabolical Charge-Offs on the Rise

https://www.gbgplc.com/en/identity-verification/the-state-of-digital-identity-2022/
https://aite-novarica.com/synthetic-identity-fraud-diabolical-charge-offs-rise
https://ww2.idology.com/4th-Annual-Consumer-Digital-Identity-Study
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and protect against fraud while also building consumer trust by taking a smooth, friendly and non-intrusive 

approach that requires only minimal consumer information. Balancing the need for data to support 

verification with digital privacy concerns is a growing challenge that AI-driven identity verification and Know 
Your Customer (KYC) technologies can solve.  

In contrast to the inefficiency of depending solely on manual review, an automated KYC verification solution 
can accelerate onboarding by eliminating manual processes, unnecessary friction and delays, while 

determining if additional checks are needed to further verify high-risk use cases.    

 

A Multi-Pronged Approach to Fraud Intelligence 

As outlined, with SIF it is key to go beyond a single PII data check. Multi-layered identity verification that is 
streamlined and automated can allow for good customer experiences while reducing fraud, and applying 
friction only as needed to safely verify legitimate identities quickly:   

Machine Learning + Human Fraud Intelligence 

When applied to the identity verification process, machine learning plays a vital role, however, machine 
learning systems shouldn’t be the only intelligence driving identity verification decisions. Because they rely on 
patterns of data and assume future activity will follow those same patterns, machine learning systems have a 

blind spot that prevents them from identifying novel forms of fraud.  
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Layering machine learning with manual review by a trained fraud analyst ensures that novel fraud is identified 
and flagged, and updated data is fed back into the system, improving fraud intelligence. Human fraud experts 
can flag transactions that may have passed identity verification controls but are suspicious of fraud and 
provide that data back to the FI for a closer look. In this case, the machine learning system would encode that 

knowledge and adjust its algorithms accordingly.  

With this powerful combination of machine learning and human fraud review, FIs can verify identities at scale 

and analyze massive amounts of digital transaction data. The result is a continuous improvement process 
that uniquely enables them to stay one step ahead of fraud.   

Cross-industry Fraud Intelligence

Effectively fighting fraud is a group effort. With visibility into fraud patterns across industries and companies, 
FIs can monitor and restrict high-risk, high-velocity transactions across the network. 

Eighty-two percent of fraud executives believe data exchanges and consortiums are effective in combating 
SIF. Consortium networks provide a competitive advantage and visibility into fraud trends across industries, 

enabling FIs to monitor and proactively fight fraud by restricting high-risk, high-velocity transactions from 
entering their systems.

Data Diversity

As mentioned previously, consumers are less trusting and require more assurance, especially during  

the “trust moments” associated with new account creation, such as identity verification. IDology’s 4th  

Annual Consumer Digital Identity Study revealed that 87% of consumers are selective when deciding to  

do business with companies that collect their PII. Additionally, nearly half of Americans will abandon 

enrollment if the process is overly demanding or companies ask for too  

much information.  

FIs must be able to quickly verify consumer identities without collecting excessive data. With a data-
diverse identity verification solution, FIs can analyze readily available but less invasive information such 

82% of fraud 
executives 
believe data exchanges 
and consortia are  
effective in  
combating SIFs. 
Source: IDology, Eighth Annual Fraud Report, 

https://ww2.idology.com/eighth-annual-fraud-report
https://ww2.idology.com/4th-Annual-Consumer-Digital-Identity-Study
https://ww2.idology.com/4th-Annual-Consumer-Digital-Identity-Study
https://www.idology.com/video/life-insurance-identity-verification-for-onboarding-and-fraud-battles-and-best-practices-from-the-front-lines/
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as IP addresses, phone numbers and email addresses. Not only does this put customers at ease, but it 

also ensures onboarding is quick and easy, and step-up verification methods, such as knowledge-based 
authentication or ID document verification, are used only when necessary. 

 

Lasting Relationships that Support Revenue Growth  

As fraud risk continues to increase and modern consumer needs and expectations reach new highs, 
preventing and managing fraud doesn’t have to mean poor customer experiences.  Employing identity 
verification solutions that analyze multiple diverse data sources, provide visibility into cross-industry fraud 
intelligence and offer the powerful combination of machine learning and human fraud expertise is a winning 
strategy. 

The IDology Difference  
Innovative identity verification solutions to streamline customer acquisition, deter fraud and drive revenue. Learn more about how IDology 
supports higher customer satisfaction, engagement and loyalty – giving your financial institution a competitive edge. 

    Schedule a demo today

https://www.idology.com/request-a-demo/

